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The Mission 

ASIS San Diego Chapter ● Nov 8, 2012 

The mission of security: 

Reduce security risks to acceptable levels, 
at an acceptable cost. 

If convergence doesn’t help you with this, it’s of no value. 
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Convergence Value 
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Thus convergence brings us value  
only if it helps us with: 
 
• Security-effectiveness 
• Cost-effectiveness 
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What is Convergence? 

ASIS San Diego Chapter ● Nov 8, 2012 

For most industries: 
 
Convergence refers to the 
incorporation of Information Technology 
(IT) into products and systems. 
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What is Information Technology? 
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Definition of Information Technology: 
   

The use of hardware, software, services, and 
supporting infrastructure to manage and 
deliver information using voice, data, and video. 
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How Security Tech Convergence Started 
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Industry leaders realize that 
computer and network technology 

could revolutionize security systems. 
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How Security Tech Convergence Started 
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Y2K 
 

Network Upgrades and Expansions 
(From departmental LANs to facility-wide LANs) 

 
IT went Over-budget 

 
Little to no Security money 

 
Installers realized they can drastically cut access control system costs by  

eliminating cable and conduit using serial-over-Ethernet converters 

PART 1 

Cost-effectiveness 
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How Security Tech Convergence Started 
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 

Vendor Marketing Enters the Picture 
 

“Convergence” becomes an industry buzzword 
 

Customers wonder, “What was all the noise was about?” 
Customers stop asking vendors about convergence 

 
Vendors declare convergence has “arrived” 

Pundits declare that convergence is “over” or “dead” 
 

PART 2 
Convergence = Devices on Network 
 

But we hardly even got started!!! 
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Is Convergence worth bothering about? 

REAL 
CONVERGENCE 

EXAMPLES 
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Security Is Not Alone in Convergence 
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• “The growing sophistication of automotive technology and electronics is 
bringing about a reinvention of the automobile.” —From 
www.sae.org/convergence [captured in 2006] 

• That was the theme of the 2006 Convergence conference, which 
convenes every two years with top executives from the automotive and 
electronics industries.  

The Society of Automotive Engineers (SAE) 
holds an annual convergence conference! 

The first automotive Convergence Conference was held in 1974! 
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How Security Tech Convergence Started 
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Industry leaders realize that 
computer and network technology 
could revolutionize vehicle systems. 

Auto Industry 

V 
Including helping to meet growing government standards on fuel efficiency. 
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Convergence Challenges 
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The Security Industry lags behind other 
industries in convergence efforts, even though 
convergence is harder in other industries (see 

the example on the right).   
 
The objective of convergence is about 
intelligent system functions and applications 
that make it easier to get the job done. 
 
It’s about what data, voice, and video over the 
same wire can accomplish! Just getting it 
onto the same wire is only the very beginning.  

 
 

REINVENTION OF THE AUTOMOBILE: 
CENTER FOR IN-VEHICLE CONTROLS, 
COMMUNICATION AND MULTIMEDIA 

 
A WHITE PAPER 

PREPARED APRIL 24, 2002 
 

Juan Pimentel, 
Professor of Electrical and Computer Engineering 

Kettering University 

It is not a good idea to reboot a control 
computer when approaching a sharp turn 
in a slippery road. The failure of a 10-cent 
part can ruin a $30,000 car. 
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Taking Convergence Seriously 
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2008 Conference: 
• Smart courier bikes? 
• Why not! 

For over 30 years, the Convergence® Conference and 
Exhibition has served the automotive and transportation 
electronics community by delivering relevant technology 
solutions and an electrifying line-up of invited speakers and 
presenters addressing "hot-button" topics. Taking place 
biennially in Detroit, Michigan-right in the heart of the 
global automotive technical center-Convergence has earned 
world-wide recognition as the premier transportation 
electronics event attracting leading executives, engineers 
and technologists from around the globe. Serving as Co-
Host Companies for Convergence 2010 are Ford Motor 
Company and Microsoft Corporation.  
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Convergence Leadership Exists 
Automotive Convergence Leadership 
See what another industry is doing . . . 
http://video.sae.org/11525 

 
2-minute video worth watching – there is no equivalent initiative 
for the security industry. 
   

This is why you have to lead yourself and your team in 
understanding convergence challenges and opportunities. 
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Another Convergence Example 
My Cell Phone is really: 
• Telephone 
• Camera 
• Email 
• Web Browser 
• Internet Wi-Fi HotSpot 
• ATM for photo check 

deposits 
• Contacts book 

• Cash register (can swipe 
credit cards) 

• GPS Navigator 
• Alarm Clock 
• Text & instant messaging 
• E-book reader 
• MP3 player 
… and much more! 
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Two Key Aspects of Convergence 

ASIS San Diego Chapter ● Nov 8, 2012 

1. Technology Convergence:  the convergence of 
Information Technology and Electronic Security 
Systems. 

2. Security Management Convergence: the 
unification of Corporate, Physical and IT Security 
Management (from various perspectives called Holistic 
Security, Integrated Security, Enterprise Security Risk 
Management, or Unified Risk Oversight™) 

Unified Risk Oversight is a trademark of the Security Executive Council 
16 



© GSO Events, Inc.  

Technology Convergence 

Part 1 of 3:   
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Technology Convergence: the convergence 
of Electronic Security Systems and Information 
Technology 
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Information Technology Elements 
Our security systems now include: 
    

• Computers and software 
• Databases 
• Networks (LANs, WANs) – wired and wireless 
• Multi-user systems 
• Mobile computing devices 
• Systems integration (HR data systems, intrusion detection, access control, 

alarm systems, video, intercom, radio, etc.) 
• Incident management and compliance management software 
• Global networking and the Internet 
• Cloud-based services 
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Information Technology Elements 
That’s why we’re now seeing: 
     

• Security video going to wireless networking and mobile devices 
• NVRs and Video Servers replacing DVRs  
• Global and Wide Area networked video systems 
• IP-enabled devices – upgradable via firmware updates 
• Beginning of IT standards adoption 
• Server virtualization 
• IT-style video storage 
• VOIP bringing Power-over-Ethernet (PoE) to networked cameras, 

card readers and other devices 
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Convergence Impacts 
Some Impacts: 
• Security operations requires technical knowledge outside of 

Security’s traditional domains. 
• IT has say in purchasing of security technology 
• IT support is required for security technology 
• Security systems must comply with IT standards* (there are many 

surprising benefits to this – such as mandated upgrades to video recording 
systems to comply with critical data protection requirements) 

    

* The U.S. federal govt. declared that security systems are IT systems, subject to federal IT standards. 
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Convergence Impacts 
More Impacts: 
• IT manufacturers and entrepreneurs enter the physical 

security industry. 
• IT systems integrators enter the physical security services 

sector. 
• IT departments must now take into account security systems 

and technologies for corporate network design and planning. 
• Security technologies can provide value to business functions 

outside of security, adding non-Security people to the group 
of security technology stakeholders. (More in next slide.) 
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Convergence Impacts 
Non-Security Stakeholders: 
• Some facilities now spend more money on video for non-

security purposes than they do for security purposes. For 
example: 
– Retail outlets: people counting, display and floor plan effectiveness, 

training and quality control for customer service, shopping patterns, 
customer demographics.  

– Manufacturing: quality assurance supervision and investigations 
support for food, pharmaceutical and high-technology plants  

* Case studies are included later in this presentation * 
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Convergence Impacts 
Even More Impacts: 
• Security managers and executives can now look to information 

systems applications for tools to manage global security 
operations 

• Security needs to learn more about the information technology 
aspects of security systems (to engage in productive dialog with 
all IT groups) 

• Security practitioners must examine the role that information 
plays now—and can play in the future—in their operations to be 
able to take advantage of all that information technology offers 
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Convergence Impacts 
IT Operations Impacts: 
• In-house IT support of physical security 

systems reduces the scope and cost of 
outside maintenance contracts, resulting 
in lower TCO of security systems and 
added value provided by IT 

• Knowledge of physical security benefits 
IT in the protection of communications 
and information systems infrastructure 
(see book at right) 

ASIS San Diego Chapter ● Nov 8, 2012 

How to design and implement 
a physical security plan for IT 
infrastructure. 
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Technology Convergence 
Case Studies Follow 
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Convergence Case Study 

      

Cisco 
IT Approaches & Practices 

ASIS San Diego Chapter ● Nov 8, 2012 26 
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Case Study: Cisco       1 
PROJECT: Enterprise Security Video  
(a Corporate Security partnership with IT) 
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SCOPE AT START OF PROJECT: 
• 6,500+ physical access control readers   

• 2,600 CCTV surveillance cameras 

• 300+ Digital Video Recorders deployed globally that are 
interconnected via the Cisco network 
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Case Study: Cisco       2 
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PROJECT: Enterprise Security Video  

OBJECTIVES: 

• Improve manageability of systems for Security operations 

• Move technical support of systems from Security to IT 

• Strengthen authentication for security system operators 
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Case Study: Cisco       3 
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PROJECT: Enterprise Security Video 

Security established core project group with IT Members: 
• IT Software (product evaluation, product configuration and support) 

• NT Operations (manage PC boxes) 

• Storage (manage external storage for video) 

• Transport Team (IP address management, video traffic management 
on backbone, Quality of Service [QOS])   

• IT Procurement (purchasing)  
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Case Study: Cisco       4 
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PROJECT: Enterprise Security Video 

Over 24 months: 
• Eliminated: A silo/black box approach for systems. 

• Adopted: a converged model with systems supported by Cisco's IT 
department.  

• Eliminated: Security supporting all servers (with support from our systems 
integrator, and system's manufacturer). 

• Adopted: a model where Security is in partnership with multiple IT 
departments within Cisco to support the servers and communications 
hardware Cisco Security deploys.  
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Case Study: Cisco       5 
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PROJECT: Enterprise Security Video 
Benefits: 
• Lowered storage requirements by 60% ─ a $500,000 savings 

• Reduced the number of servers by 40% ─ a $200,000 savings 

• Reduced false alarms* in video-covered areas by an estimated 90% 

• Reduced risk by expediting maintenance & repair ─ achieving 2-
hour response and 24-hour repair vs. 5 days or longer 

• Reduced ongoing maintenance costs by 20% 

* Eliminated sending security officers to access/intrusion alarm points when no actual incident occurred. 
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Case Study: Cisco       5 
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PROJECT: Enterprise Security Video 

Download the 9-page case study, with related papers and audio summary, from: 
www.cisco.com/en/US/about/ciscoitatwork/case_studies/security_dl4.html 

Learn how the Nimbda virus in unprotected DVRs caused IT to pull 
90% of global security video off the network! 
 
This is what prompted Cisco Corporate Security to partner with IT! 
 
 It happened to Cisco—could it happen to you? 
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Convergence Case Study 

      

Major Global Retailer 
Network Cameras & IT Practices 
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Case Study: Major Global Retailer    1 

ASIS San Diego Chapter ● Nov 8, 2012 

PROJECT: IP Telephony and Network Cameras 
• Global Retailer with over 300,000 Employees 

 
• World’s Largest Technology Convergence Project to Date 

 
• Why was this project kept secret for over 3 years? 
    

Senior Management considered the cost savings and security 
benefits to have multiple significant competitive advantages! 
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Case Study: Major Global Retailer    2 
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PROJECT: IP Telephony and Network Cameras 
SCOPE OF PROJECT: 
• 150,000 IP network video cameras globally over 3 years 
• Rollout in parallel with IP Telephony project 
• Designed by security director and IT consultant 
• Installed by IP Telephony company 
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Case Study: Major Global Retailer    3 
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PROJECT: IP Telephony and Network Cameras 
KEY ASPECTS: 
• Phones and cameras both use Power over Ethernet (PoE) 

o Elimination of power runs to cameras 
o No union electricians required 

• Project managed using IT technology preparation and rollout tools 
o Cameras packaged and bar-coded using same system as phones 
o Same hand-held scanners displayed each camera’s location and IP address 

• Camera installation time reduced from 3 hours to 30 minutes 
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Case Study: Major Global Retailer    4 
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PROJECT: IP Telephony and Network Cameras 
KEY ASPECTS: 
• Substantial savings over traditional “home run” analog cameras originally 

planned 
• Future camera relocation can easily be performed by IT personnel 
• Cameras have both video and audio, and can be used for security, safety, 

quality of service, training, marketing and store layout research and 
verification of effectiveness of all programs 
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Convergence Case Study 

      

Pharmaceutical 
Manufacturing 

Support for Quality Functions 
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Quality Investigations $avings 
• Shift change procedure discovered a machine door open, which meant that 

some of the product processing was temperature-compromised. 
• No workers present could recall opening the door.  Without contrary 

evidence, the assumption had to be that the door was open for the entire 
shift—requiring the discard of $240,000 of product. 

• Video evidence from recently installed cameras showed that the door had 
been open for only the last 10 minutes of the shift, and identified the 
employee who had opened the door and failed to close it. 

• Only the last 20 minutes of product ($12,000) was discarded. Savings: 
$228,000. 

• Similar video support for investigations has saved $1 million yearly 
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End of 
Technology Convergence  

Case Studies 
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Benefits of Information System Capabilities 
Computer and software capabilities bring: 
• Workflow management 
• Automation of manual tasks 
• Process and procedure quality control 
• Real-time and historical performance data 
• Metrics: such as costs tracked against 

workload demands 
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Intelligent Systems and Workflow Automation 
• Policy-driven enforcement of security policies 
• Integrates security operations using both manual and automated business processes 
• Can implement real-time monitoring and enforcement for security compliance 
• Can implement self-service security functions like visitor management, vehicle 

registration and access change requests 
• Can reflect and monitor Service Level Agreements (SLAs) 
• Reduces training requirements and maintains process and procedure quality 
• Enables higher degree of delegation 
• Keeps things from “falling through the cracks”  
• Testable and auditable 
• Fewer people can do more 
• AlertEnterprise offerings are an example (www.AlertEnterprise.com) 
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Role-Based Access Control (RBAC) 
• RBAC can unify the management of physical and information systems 

access.  

• The same organizational Roles can be used by physical security and 
information security to establish appropriate Role privileges, based upon 
organizational policy and job function needs.  

• Physical and information security can be synchronized based on policy even 
if the physical and information access control systems are not integrated. 

• However, the greatest ROI and business process improvement would also 
involve integrating the physical and information access control with an 
Identity Management System linked to HR employee enrollment.  

See the article on RBAC for Physical Access [SIW Online] [Digital Online Edition] 
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Integration of Physical Security and IT Security Systems 

Some Impacts: 
• Systems integration design must start at the business 

process level, not the system level 
• Higher level of collaboration is needed between Physical 

security and IT security from risk to strategy to process 
design. 

• Physical and IT security education for staff must include the 
partner domain. 

• Security technology planning must include a special focus on 
common technology elements as well as the differences. 
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Integration of Physical Security and IT Security Systems 

More Impacts: 
• Common initiatives, such as single-card, have multi-year 

time frames and require lengthy preparation. 
• The greater the preparation required, the higher the 

ROI for both departments. 
• Security practitioners owe their management common 

business case development and unified project management 
across the physical, corporate and IT security domains. 
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Technology Convergence 

Part 2 of 3: 
       

Security Management 
Convergence 
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Security Management Convergence 

Security Management Convergence is the 
adoption of a unified perspective in security risk 
management.  
This is in contrast to the approach of managing 
risk in separate risk domain silos, such as having 
completely separate Corporate, Physical and IT 
Security functions. 
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Unified Risk Perspective Example 
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Business Security Management 

Corporate Security 
Management 

IT Security 
Management 

Senior executives and managers get information and set objectives, policy and plans 

Physical Security 
Management 

Corporate Risk Council  
CFO,  General Counsel,  CSO,  CISO,  IT Security Director,  Corporate Security Director,  Human Resources 

and also including key Line of Business Managers 

See next slide 
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Functional View 
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Business Security Management 

Physical Security Management IT Security Management 

Card 
Issuance and 
Revocation 

Access 
Device 

Monitoring 

Access 
Violation 
Handling 

Journal 
Management 

Emergency 
Access 
Process 

Firewalls 
And 

VPNs 

Antivirus 
And 

Vulnerability 
Management 

Intrusion 
Detection 

and 
Prevention 

User 
Access 

Management 

Backup 
And 

Recovery 

Policy 
Setting 

User 
Provisioning 

Asset 
Management 

Security Monitoring 
and Auditing 

Incident 
Response 

Business 
Continuity Planning 

Senior level objectives, policy and planning harmonizes tactical planning and execution 
Note that space permits only a few functions to be represented 
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Functional View 
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Business Security Management 
Policy 
Setting 

User 
Provisioning 

Asset 
Management 

Security Monitoring 
and Auditing 

Incident 
Response 

Business 
Continuity Planning 

Note that cross-domain vocabulary must be clarified, as shown by examples above 

User Provisioning & Management 

Employee Provisioning  
and Access Management 

Customer/Partner Provisioning  
and Access Management 

Card Management 

Human  
Resources 

Customer 
Relationship 
Management 

Key Management 

Credential Management 

Directory Management 

Locks and keys  
(not encryption keys) 

Electronic credentials or 
ID cards? It’s both! 

Not the office building directory 
but the corporate personnel 
directory (like Active Directory) 
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Corporate Risk Council 
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CFO Your “report to”  
may differ 

General 
Counsel 

CISO 

Corporate 
Security 
Director 

IT Security 
Director 

Human 
Resources 

Line of 
Business 
Manager 

Line of 
Business 
Manager Line of 

Business 
Manager 

Line of 
Business 
Manager 

Reported to be the single most effective 
convergence strategy for risk management. 

Click to go back and look again at the Risk Council on slide 45:  
Unified Risk Perspective Example 
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Risk as the Starting Point 
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Executives and security practitioners must 
ask a new question:  

Not: Where do we stand with regard to security?  

But:  Where do we stand with regard to our  
     security risks?  

. . . as this is too general and tends to lead “down into the weeds” 

. . . which forces us to consider the bigger picture from a protective rather than an 
operational (process and procedure) perspective 
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Risk-Based Security Policy and Strategy 
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Risk-based evaluations can provide a common starting  
points for establishing common (Physical and IT) 
security strategy and policy. 

EXAMPLE:  
At-risk: Critical Information Assets (operational data and proprietary 
information) 

Converged approach: Data Lifecycle Security Analysis—a blended security 
approach (IT and Physical) that covers the full lifecycles of information assets. 

An outline of a Data Lifecycle Security Analysis follows . . . 
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Not Just Electronic Information 

ASIS San Diego Chapter ● Nov 8, 2012 

Information can exist in many forms. It can be printed or written on paper, stored 
electronically, transmitted by post or using electronic means, shown on films, or 
spoken in conversation. Whatever form the information takes, or means by which it is 
shared or stored, it should always be appropriately protected. 
 
Information security is the protection of information from a wide range of threats in 
order to ensure business continuity, minimize business risk, and maximize return on 
investments and business opportunities. 

Description of Information from the ISO/IEC 27002 standard 
“Information technology - Security techniques - Code of practice for information security management.” 

This is the rationale behind the Data Lifecycle Security Analysis 
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What is the Data Lifecycle? 
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The roles or functions involved in information handling constitute key aspects of 
the information lifecycle from an analysis perspective.  They form a simple 
checklist that can help guide the effort to identify the various forms information 
can take: 
    

• Creation and Receipt 
• Storage 
• Distribution and Transmittal 
• Access and Use 
• Maintenance 
• Disposition and Destruction 
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Data Lifecycle Security Analysis - 1 
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Data Lifecycle Analysis Steps 

Determine or identify: 

1. Full lifecycle of each critical data asset  
(creation, storage, access, transmittal, and destruction) 
       

2. All forms in which the data can exist 
     

3. All physical locations at which each form can be found or 
created 
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Data Lifecycle Security Analysis - 2 
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Determine or identify: 

4. What corporate security policies and procedures exist (if any) 
regarding the various forms of data in each location 
     

5. What personnel (internal and external) can possibly access the 
data, regardless of whether or not such access would violate 
any policies that may exist 
     

6. The effectiveness of any security measures being applied, 
including inspections and audits 
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Data Lifecycle Security Analysis - 3 
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Determine or identify: 

4. What corporate security policies and procedures exist (if any) 
regarding the various forms of data in each location 
     

5. What personnel (internal and external) can possibly access the 
data, regardless of whether or not such access would violate 
any policies that may exist 
     

6. The effectiveness of any security measures being applied, 
including inspections and audits 
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Data Lifecycle Security Analysis - 4 
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7. Identify and assess the risks to each location and form of data. Use 
whatever assessment methodology is most familiar to the 
assessment team (for example, see later slide on Carnegie Mellon’s 
OCTAVE Allegro). 

8. Recommend appropriate security controls to Senior Management 
or the Corporate Risk Council, being sure to identify existing 
security controls that should remain unchanged or be enhanced. 

 
Risk analysis recommendations should include the categories of items 
shown in the slides that follow. 
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Data Lifecycle Security Analysis - 5 
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RECOMMENDATION 
CATEGORY 

EXAMPLE RECOOMENDATION OR 
EXPLANATORY NOTE 

Security Strategies For each form that a data asset can take in its 
lifecycle, and for each location where the data 
form can exist, ensure a specific person or role 
is assigned responsibility for the data asset’s 
protection. 

Security Policies Policies determine what protective actions are 
taken when, where and by whom. 

Security Procedures Specific and standard steps that implement the 
actions required by security policies. 

60 



© GSO Events, Inc.  

Data Lifecycle Security Analysis - 6 
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RECOMMENDATION 
CATEGORY 

EXAMPLE RECOOMENDATION OR 
EXPLANATORY NOTE 

Compliance 
Monitoring 

Implement compliance monitoring as 
appropriate by IT security, physical security, or 
audit department depending upon the security 
measures to be monitored. 

Corporate 
Safeguards 

Where significant corporate liabilities exist, 
institute measures that help safeguard the 
corporation, for example: forensics quality 
recorded video surveillance or adjusted 
insurance coverage. 
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Download the Lifecycle Assessment Approach 
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Information Lifecycle Security Risk Assessment: 
A tool for closing security gaps 
      

An Information Lifecycle Security Risk Assessment, as 
described in this paper, can be used to extend the reach of 
information security programs to encircle all forms of critical 
data from creation to destruction—even data in human memory 
form.  
Such an assessment can leverage existing data management and 
information systems security efforts. By incorporating both 
electronic and physical information elements, previously 
unaddressed information security gaps can be identified and 
mitigated. The end result should be a risk treatment plan which 
senior management can understand and approve, and which 
managers and security personnel can execute. 

Download this 5-page article 
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Octave Allegro 
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• OCTAVE Allegro is a self-directed risk assessment 
process designed to be performed by individuals with 
no previous assessment experience.  

• OCTAVE Allegro materials include worksheets, 
questionnaires and guidance for each step of the 
process 
     

• OCTAVE Allegro documentation includes the 
full work product from an actual assessment, so you 
can more easily evaluate the sufficiency of your own 
assessment efforts 
     

• OCTAVE Allegro is free to download and apply: 

Report: Introducing Octave Allegro Download Octave Allegro 

Octave Allegro Two-Page Overview 
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Case Study: City of  Vancouver - 1 
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PROGRAM: “Geek and Guard” Collaboration 
         

STEP ONE – “Guards” Give “Geeks” a Tour 
     

FACILITY TOUR 
• access control points  
• security officer stations 

 
COMMAND CENTER TOUR 
• video surveillance 
• incident response 
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Case Study: City of  Vancouver - 2 

ASIS San Diego Chapter ● Nov 8, 2012 

PROGRAM: “Geek and Guard” Collaboration 
      

STEP ONE – Results 
         

FACILITY TOUR 
• Security officers found locations where IT infrastructure 

needed access control protection, video surveillance 
 

COMMAND CENTER TOUR 
• IT upgraded some command center computer 

technology at zero dollar cost using items on hand 
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Case Study: City of  Vancouver - 3 
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PROGRAM: “Geek and Guard” Collaboration 
      

STEP TWO – “Geeks” give “Guards” a Tour 
    

FACILITY AND IT OPERATIONS TOUR 
• Servers and network infrastructure 
• Explained basic network security 
• Explained about user security policies 
• Pointed out IT security policy violations by users 
• Help desk operations 
• Network Operations Center (NOC) monitoring 
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Case Study: City of  Vancouver - 4 
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PROGRAM: “Geek and Guard” Collaboration 
 

STEP TWO – Results 
    

FACILITY AND IT OPERATIONS TOUR 
• Night shift roving security officers equipped with wireless sniffers 
• Night shift officers inspect for IT security policy violations 
• Day shift officers respond to IT security policy violations by 

educating users about information systems security 

68 



© GSO Events, Inc.  

Case Study: City of  Vancouver - 5 

ASIS San Diego Chapter ● Nov 8, 2012 

PROGRAM: “Geek and Guard” Collaboration 
 

WITHIN 90 DAYS 
• Located and removed 2 rogue wireless access points 
• 54% reduction in IT security policy violations 
• Increased effectiveness in video surveillance monitoring 
• Nipped in the bud the “IT security are bad guys” idea by the 

smooth and professional handling of security policy violations 
by security officers 

• Elevated the status of security officers among employees 

All of the above were accomplished with no budget or personnel increases. 
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Case Study: City of  Vancouver - 5 
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PROGRAM: “Geek and Guard” Collaboration 
 

SUMMARY – Used cross-training to leverage IT and Physical 
Security capabilities to : 

• Increase security effectiveness without budget or personnel 
increases 

• Implement inspections for IT security policy violations 
• Improve employee security awareness 
• Inspire initiative among IT and Physical security personnel 
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Case Study: City of  Vancouver - 5 
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PROGRAM: “Geek and Guard” Collaboration 
 

WHAT WAS REQUIRED? 
• “Retiring” the manager of the guard force 
• Re-negotiation of security officer union contract 
• Training security officers on IT’s desktop security policy 
• Training security officers on how to handle employee security 

violations 
• Training selected officers on how to perform security briefings on 

computer security 
• Handling physical/IT terminology confusion 
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Physical Security & IT Collaboration - 1 
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Collaboration Candidates: 
 Physical security for IT infrastructure 
 IT security for physical security systems and networks  
 Single-card initiatives (same card for physical and logical access control) 
 Physical and IT security system integrations (with Identity Management 

Systems, HR systems or corporate directories) 
 Business use of security systems data (such as card-based time and 

attendance, video for operations supervision and quality control) 
 Change management (for example: notifying security when IT infrastructure 

changes, having security provide chain-of-custody handling and witness hand-off of 
IT critical backup media and hard drive disposal, etc.) 
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Physical Security & IT Collaboration - 2 

ASIS San Diego Chapter ● Nov 8, 2012 

Collaboration Candidates: 
 Formal risk assessments (including risks to information assets and IT 

infrastructure) 
 Security awareness initiatives (such as including IT desktop security policy in 

general security training) 
 Security strategies, policies and procedures (such as collaborating with 

regard to protection of physical forms of critical information) 
 Security policy enforcement (because security officers can be IT’s “feet on the 

ground” when patrolling, for example) 
 Corporate Risk Council (Security Steering Committee, Security Advisory 

Council, and similar names) 
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Physical Security & IT Collaboration - 3 
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Convergence Touch Points 

From the book Security Convergence - Managing Enterprise Security Risk by Dave Tyson – see slide 77 

These are points of 
common interest 
between Physical 
Security and IT. 
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Technology Convergence 

Part 3 of 3: 
       

Convergence References 
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Convergence Reference 
Recommendations 

(some were already mentioned) 

ASIS San Diego Chapter ● Nov 8, 2012 77 



© GSO Events, Inc.  

Convergence Reference 

ASIS San Diego Chapter ● Nov 8, 2012 

How to explain security to  
non-security people. 

Explains the five important steps to 
evaluating any security measure. 

Includes both physical and IT security. 
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Convergence Reference 

ASIS San Diego Chapter ● Nov 8, 2012 79 


 



© GSO Events, Inc.  

Convergence Reference 

ASIS San Diego Chapter ● Nov 8, 2012 

How to design and implement a 
physical security plan for IT 
infrastructure. 

Includes a glossary of terms and 
Internet resources. 
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Convergence Reference 

ASIS San Diego Chapter ● Nov 8, 2012 

KNOW IT Security is a realistic story for CEOs, CFOs, 
CIOs, CSOs and security managers looking for a 
basic introduction to IT security concepts, terms, 
and strategies.  

“This is the first book I have found that provides non-
technical individuals with a quick, entertaining, and effective 
introduction on how to achieve successful IT security.”  

Shirley A. Pierini, CPP  
CSO  Ameriquest 
Past President and Chairman of the Board, ASIS International 
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Convergence Reference 

ASIS San Diego Chapter ● Nov 8, 2012 

A high-level, manager's overview of the movement in 
corporations to combine the physical and IT Security functions 

Contains case examples that detail how convergence can be 
implemented to save money and improve efficiencies 

Details the challenges and benefits of convergence with an 
assessment of the future outlook for this growing industry trend 
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Convergence Reference 

ASIS San Diego Chapter ● Nov 8, 2012 

Most practical and realistic 
description of the role of a security 
professional (CSO) written to date. 

Security professionals who understand the corporate and 
global environment have a better chance of personal and 
professional success than those who do not. – page 14 

What corporate management should 
know to help them make better risk 
management decisions. 
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Convergence Reference 

ASIS San Diego Chapter ● Nov 8, 2012 

Provides 375 real examples of security 
metrics aggregated into 13 categories  

Shows you how to present findings to 
senior management, and includes many 
example of graphs and charts  

Covers how to start a metrics program  

www.SecurityExecutiveCouncil.com 
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Convergence Reference 
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Example 
CSO Dashboard 
from the book 
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Convergence Reference 

ASIS San Diego Chapter ● Nov 8, 2012 

Includes Ray Bernard’s column: 
“Convergence Q&A”  

Includes articles by leading security 
practitioners, as well as case study articles. 

http://www.securityinfowatch.com/magazine/stec/ 
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Convergence Reference 
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Online Article 

The State of Converged Security Operations 
By Ray Bernard 
http://www.securityinfowatch.com/article/10247031/the-state-of-converged-security-operations 
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What is Important About Convergence? 
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1. Convergence brings us value when it forwards security’s mission: 
• Security-effectiveness 
• Cost-effectiveness 

2. Convergence is a name we give to: 
• Technology Convergence: IT impacts on electronic physical  security 

systems technologies 
• Management Convergence: The unification of IT, corporate and 

physical security to produce a unified risk perspective. 
3. Convergence is a set of opportunities that we can take advantage of 

over the next 5 to 10 years. 
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Questions? 
I will be happy to answer any questions you may have about any topic in this 
set of slides.  Just call or send me an email note. 

Ray Bernard 
Ray Bernard Consulting Services 

Email: RayBernard@go-rbcs.com 
Phone: 949-831-6788 
 

Websites: 
RBCS: www.go-rbcs.com 
GSO Events: www.GSOEvents.com 
Best Practices for IP-Based Security Systems: www.BPforIP.com 
The Security Minute: www.TheSecurityMinute.com 
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