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Five Secret Weapons 
These are called “secret weapons” because they: 
• Are not widely known 
• Are always effective 
• Require no financial expenditure 
• Dissipate ignorance  
• Create a growing understanding 
• Give you the power you need to accomplish the 

mission of security  

Intended for application at your own comfortable pace.  
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Company Meeting #1 
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Non-security decision-makers who know more about security than you do 



Company Meeting #1 
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• They can’t give you detailed direction or marching orders. 

• You can’t look to them for security guidance. 

• They don’t know how much budget you need. 

• They don‘t know the relative importance of security measures 

• Which is why : 

• Security practitioners think they have to “sell security” to 
management.  

• Every security conference for the past two decades contains an 
educational session about “selling security to management”. 

• Google serves up 3,750 search results for “selling security to 
management”. 

 

Non-security decision-makers who know more about security than you do 



Company Meeting #2 
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Non-security decision-makers who understand what you are doing 

THIS 
MUST 

CHANGE! 

THIS 
MUST 

CHANGE! 



Key Problem: Business planners and decision-
makers are in the dark about security 
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Stakeholders know some 
of the “stuff” that security 
does, but not security’s 
primary mission. 

This is why we need Secret Weapon #1 



Secret Weapon #1 
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The “mission of security” message: 

Reduce security risks to acceptable levels 

This is the most powerful message and 
ranks above all others. 

at an acceptable cost. 
, 



Flying Under the Radar? 

8 

“Out of sight, out of mind” 
“Good day is when nothing  
  bad happens” 
“I have too much work to 
  do go to meetings”  

“No wonder he can’t get funding!” 

“The less management knows about what we do,  
  the better” 

One practitioner said: 



• They are not Security’s assets, they 
are corporate assets. 

• Ownership has delegated the care of 
the business (and its assets) to 
management. 

• Asset risk decisions are management 
decisions, not Security’s decisions. 

• Only when you make the decisions, 
you make yourself a target! 

Asset Protection Facts 

How do you not be a target? 

Key Problem: Collecting Culpability 
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What We Typically Report Doesn’t Help! 
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 Incidents 

 Violations 

 Investigations 

 Problems 

 Accidents 

Costs 

Overtime 

 $$$ Requests 

 Losses 

 Asset Damage 



What We Should Report! 
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Business Unit Risk Acceptability* 

*According to Business Unit Managers 

Data that shows we’re on top of things! Such as: 



Funding Failure Facts 

Key Problem: No Risk Data 
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• 24 security initiatives turned down 
• None had risk or business case data 
• Each decision-maker had the proper 

authority to say “No” to the 
expenditure 

• None had the authority to say “Yes” 
to the resulting risk! 

• When risk factors were added in, and 
the right decision authorities found, 
all initiatives were approved. 

From a survey of 24 disapproved security initiatives 



Factors in Funding Success 
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The person who did have the authority to approve each level of 
risk, also: 
• Had the authority to approve the expenditure 
• Had authority over greater resources than lower level managers 
• Worked with budget planning to appropriately prioritize the 

initiative relative to competing business proposals 
• Put the expenditure into the next fiscal year’s budget when it 

couldn’t be done in the current year (i.e. approved it and 
scheduled it, accepting the “what if we do nothing” risk 
temporarily) 

• Often became the initiative’s corporate sponsor 



Risk and Cost Decisions are 
Management Decisions 

14 

The mission of security: 

Reduce security risks to acceptable levels 
at an acceptable cost. 

, 

• What risks are acceptable? 
• What costs are acceptable? 

These are management decisions. 



Own the Solution 

Solving Business Problems 

Don’t Just Own the Problem: 
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Solve the problem with business planning: 
• Find out who owns each part of the problem 
• Collaborate on each part of the solution 

This is what smart business managers do. 

Some sound business advice: 



Some better security business advice: 

Risk is a Business Problem 

Don’t Just Own the Problem: 
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Find Out Who Does! 

The asset owners or asset custodians own the assets, 
and the related risks. They are responsible for the care 
of those assets.  



Key Solution: Distributing Risk Responsibility Key Problem: Collecting Culpability 
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Security consults with business managers to: 
• Identify critical assets, their threats and vulnerabilities 
• Identify the potential business impacts of the risks 
• Establish what level of impact risk is acceptable to the business 
• Determine the best risk treatment options considering cost  
• Always ask: what if we do nothing? 

How Not to Own Risks 

• Identify the critical assets 
• Identify the asset owners  

or custodians 
• Identify and report ALL  

the related risks: 
 Mitigated risks 

–document your existing  
  security program 

 Unacceptable risks 
–current risk assessment 

 Acceptable risks  
–document residual risk 

Solution: Distribute Risk Ownership 
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If you don’t identify it and report it — you own it! 



Key Solution: Distributing Risk Responsibility Key Problem: Collecting Culpability 
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Security consults with business managers to: 
• Identify critical assets, their threats and vulnerabilities 
• Identify the potential business impacts of the risks 
• Establish what level of impact risk is acceptable to the business 
• Determine the best risk treatment options considering cost  
• Always ask: what if we do nothing? 

How Not to Own Risks 

Solution: Distribute Risk Ownership 
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Inform the asset owners of their risks!  

• Identify the critical assets 
• Identify the asset owners  

or custodians 
• Identify and report ALL  

the related risks: 
 Mitigated risks 

–document your existing  
  security program 

 Unacceptable risks 
–current risk assessment 

 Acceptable risks  
–document residual risk 



Key Solution: Distributing Risk Responsibility Key Problem: Collecting Culpability 

19 

Security consults with business managers to: 
• Identify critical assets, their threats and vulnerabilities 
• Identify the potential business impacts of the risks 
• Establish what level of impact risk is acceptable to the business 
• Determine the best risk treatment options considering cost  
• Always ask: what if we do nothing? 

How Not to Own Risks 

Solution: Distribute Risk Ownership 
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Recommend Risk Treatment Options – since that’s your specialty not theirs. 

• Identify the critical assets 
• Identify the asset owners  

or custodians 
• Identify and report ALL  

the related risks: 
 Mitigated risks 

–document your existing  
  security program 

 Unacceptable risks 
–current risk assessment 

 Acceptable risks  
–document residual risk 



• Identify the critical assets 
• Identify the asset owners  

or custodians 
• Identify and report ALL  

the related risks: 
 Mitigated risks 

–document your existing  
  security program 

 Unacceptable risks 
–current risk assessment 

 Acceptable risks  
–document residual risk 

Key Solution: Distributing Risk Responsibility Key Problem: Collecting Culpability 

20 

How Not to Own Risks 

Solution: Distribute Risk Ownership 
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Help the asset owners by executing the Risk Treatment Plan with them! 



Own the Company’s Risk Treatment Plans 

Secret Weapon #2 

Don’t Own the Company’s Risks: 
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Solve the problem with security business planning: 
• Find out who owns each part of the risk 
• Collaborate on each part of the risk treatment 

This is what smart security managers do. 



Key Solution: Distributing Risk Responsibility Key Problem: Collecting Culpability 
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Security consults with business managers to: 
• Identify each business unit’s critical assets, plus asset threats and vulnerabilities 
• Identify the potential business impacts of the risks 
• Establish what level of impact risk is acceptable to the business unit managers 
• Always asking: what if we do nothing? 
• Collaborate to determine the best risk treatment options considering cost  
• Capture the results in each business unit’s Risk Treatment Plan 
• Schedule and fund the approved Risk Treatment Plans as part of regular business planning 

The Process: Distributing Business Risk Ownership 



Secret Weapon #3 

Find the Hidden Gold: 
Leverage Existing Company Policies, 
Procedures, Practices and Standards 
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From anywhere in the company: 
• Safety 
• Quality 
• Engineering 

• Manufacturing 
• Marketing 
• Sales 

• IT 
• Logistics 
• Legal 

Learn how they plan, fund, achieve, track and report results 



Example IT Policies for Critical Systems 
• Credential Management 

– No factory default passwords 
– Password strength requirements 

• Monitoring requirements for system and device health 
– SNMP requirement 
– Syslog requirement 

• Staging or Production Control 
– Virtual servers for patch and upgrade testing 

• Product Life Cycle Management 
– Documented technology management plan 
– Written vendor support commitments 

• Server and Storage Requirements 
– Redundant network cards, power supplies, RAID storage, security requirements, capacity planning 

• Network Requirements 
– Managed switches for network traffic control and security capabilities 
– Sufficient bandwidth for current and foreseeable requirements 
– Redundant network paths 

• Integrator Requirements 
– Training Qualifications, Personnel Certifications, Service Level Capabilities, Online Customer Portal 
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Secret Weapon #4 

Align Security with Company 
Strategic Planning 
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Case Study Examples – Corporate Strategic Objectives: 
• “Best Workplace” – security safe workplace initiative 
• Fiscal Responsibility – cost-effectiveness security metrics 
• Industry Leader – lean security program 

Transition from “cost center” to valuable business unit 



Secret Weapon #5 

Adopt Cost & Service Metrics 
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Therefore we want metrics that show: 
• Security effectiveness status and trends 
• Cost effectiveness status and trends 
• Security trends relative to business trends 

The purpose of metrics is business insight. 



Metrics Help Answer Business Questions 

Adopt Cost & Service Metrics 
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Similar to the questions other business managers ask themselves: 

• Is my security better this year? 
• What am I getting for my security dollar? 
• How do I compare with managers of other business functions? 
• How do I compare with my peers in the security profession? 
• How do we keep from spending too much on security? 
• How can we ensure that we’re doing enough for the company? 
• How should I present the parts of our risk profile and our security 

picture that are relevant to senior management? 



Security Relative to the Business 

Adopt Cost & Service Metrics 
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A few security cost perspectives: 
• Facilities: Cost of security per sq. ft. 
• Personnel: Cost of security per employee 
• Finance: Cost of security per dollar of revenue &  per dollar of profit 
• Business Units: Cost of physical & logical security per business unit 

Security metrics data are part of business insight. 

Security metrics TRENDS can reflect : 
• Changes to the business – good and bad 
• Changes to security-effectiveness 
• Changes to cost-effectiveness 

For example: 
• If overall security costs go up, but security costs per employee (or per sq. ft. or per 

profit dollar) is down, then security has achieved a cost reduction! 



Comparative Metric 
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Business Unit Risk Acceptability* 

*According to Business Unit Managers 

Category: Physical Forms of Information 

Q1: 2012 Q3: 2012 

Security 
Effectiveness 



Example of Business Context 

0

20

40

60

80

100

Jan Feb Mar

Approved*
Actual
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*In response to voluntary termination of one security officer 

Overtime – Planned vs. Actual 
Cost 

Effectiveness 

This metric shows good business management of security. 



Metrics Dashboard 
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From the book Measures and Metrics in Corporate Security by George K. Campbell 

Metrics dashboards are a good way to use your 5 minutes with senior management. 



Metrics References 

A Security Metrics Story: Turning Data into Metrics, an online presentation by 
author George Campbell 
 

Perceptual Edge - The website of Stephen Few – Articles, Whitepapers, Books 

 

securitymetrics.org – A community website by IT security author Andrew Jaquith 
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www.slideshare.net/SecurityExecutiveCouncil/a-security-metrics-storyturning-data-into-metrics-presentation 

www.perceptualedge.com 

www.securitymetrics.org 

Tip: Look for books on metrics by these authors 

http://www.slideshare.net/SecurityExecutiveCouncil/a-security-metrics-storyturning-data-into-metrics-presentation
http://www.perceptualedge.com/
http://www.securitymetrics.org/


The Five Secret Weapons  
for Funding Security Initiatives 

• Winning strategies and tactics 
• By Ray Bernard, PSP Questions? 
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Puget Sound - 5th Annual ASIS  
Puget Sound Technology Exposition 

The Five Secret Weapons  
for Funding Security Initiatives 

You can always email me your questions  
about any topic in this presentation. 

( RayBernard@go-rbcs.com ) 

mailto:RayBernard@go-rbcs.com
mailto:RayBernard@go-rbcs.com
mailto:RayBernard@go-rbcs.com


Ray Bernard 
Email: RayBernard@go-rbcs.com 
 

Websites 
Ray Bernard Consulting Services: www.go-rbcs.com 
Best Practices for IP Security Systems: www.BPforIP.com 
Global Security Operations: www.GSOEvents.com 
The Security Minute: www.TheSecurityMinute.com 
 
 
 

 
 

Contact 
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mailto:RayBernard@go-rbcs.com
http://www.go-rbcs.com/
http://www.bpforip.com/
http://www.gsoevents.com/
http://www.gsoevents.com/
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