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EXECUTIVE SUMMARY

Security within any metropolitan city is always a challenge because of the delicate
balance that must be reached between providing a safe and secure environment and the
open atmosphere desired for interaction with the citizens of and visitors to Cypress. The
City of Cypress (City) is no exception.

The area and population of the City are smaller than for most of its surrounding cities.
The general level of crimes against persons and property within the City proper is lower
than that of the surrounding cities, and lower than both the average for Orange County
and the average across the U.S. However, the elevated crime levels in neighboring cities
pose a risk of spillover crime to the City. Several of the City’s main streets constitute
routes of accessibility to and escape from the higher crime areas. Within a two-mile radius
of the City, there are 62 highway entrances and exits, and 737 within a four-mile radius.
As of 2022, the neighboring city of Anaheim is the second most dangerous city in Orange
County, with a violent crime rate of 927 per 100,000 inhabitants. In the last 5 years
Anaheim has seen increasing violent crime and decreasing property crime. The
neighboring city of Hawaiian Gardens has a crime rate near that of Anaheim.

City buildings and parks have seen an increase in homeless activity in recent years, and
although the Orange County homeless population has decreased overall, nearby areas
in southeastern Los Angeles County experienced a 50% increase in homeless population.
California currently contains one-third of the U.S homeless population. Because
homeless risk is an ever-changing landscape, it is challenging to assess or predict it but
must it be accounted for.

Risks to police officers have been rising. In 2022, the FBI reported that intentional killings
of law enforcement officers had reached a 20-year high. Just recently, on September 20,
2023, a City of Palmdale police officer was the victim of a targeted killing.

The City and the Cypress Police Department have the primary responsibility of protecting
the public and preserving life and City property from the actions of criminals and other
malevolent individuals. In recognition of the growing concerns regarding the sufficiency
of its facility security system technology, the City issued an RFP to enlist the aid of a
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Professional Services Security Consultant to help in evaluating and making
recommendations related to the City’s use of physical security system technology,
including video surveillance. Triad Consulting & System Design Group (Triad Consulting)
was selected to assess existing City security systems for seven (7) City facilities. Those
facilities are the City Council Chamber, City Hall, Community Center, Lexington Park,
Maintenance Yard, Police Department, and Senior Center — referred to herein as the risk
assessments “subject facilities”.

As an added value, Triad Consulting is providing operational and physical security
recommendations relating to the electronic security recommendations to facilitate the City
achieving industry best practices and provide direction and guidance regarding short term
and long term physical security technology improvements.

The risk items identified in the facility physical security assessment portion of this project
have been ranked into one of three risk levels: High, Medium and Low. These risk level
ratings are defined in SECTION 3: METHODOLOGY. The risk items found have been
described in SECTION 4: FINDINGS.

Table 1 below presents the risk item counts and rankings for each facility.

Table 1. Risk Item Counts by Risk Level Rank

Risk Items Counts By Rating
Facility Low Medium High

General Risk Items — Apply to All Facilities 1 1 0
City Council Chamber 0 8 4
City Hall 2 3 1
Community Center 0 3 0
Lexington Park 1 3 1
Maintenance Yard 5 1 0
Police Department 0 8 10
Senior Center 3 4 0

TOTAL: 59 12 31 16

There are 59 recommendations presented in SECTION 5. RECOMMENDATIONS.
Several of the recommendations apply to more than one facility, and many of the
recommendations reduce the risks of more than one risk item. Those details provided for
each individual recommendation so that the value of each recommendation is apparent.
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SECTION 1.0 - OBJECTIVES

The development of this Security System Master Plan (SSMP) is designed to help
continue the efforts of the City of Cypress (City) in creating a safe and secure environment
for its elected officials, employees, citizens, vendors, contractors, and visitors, as well as
continue protecting City property, facilities, infrastructure, and assets from malevolent
acts in a manner consistent with available funding.

Sustainable physical security risk mitigation involves the deployment of electronic
physical security system technology alongside organizational and operational security
program elements. This requires a documented security program encompassing the
people, process and technology elements that together provide countermeasures to
known, anticipated, and unknown threats in a coordinated fashion.

This holistic approach reinforces the benefits each security element may provide on its
own, so that the whole is greater than the sum of its parts. Consequently, no individual
element can be singled out for removal or stand-alone implementation, without a direct
and potentially adverse effect on the totality of the security program. Thus, this SSMP
includes several organizational and operational recommendations in addition to security
system technology recommendations.

The City does have existing security processes and procedures in place for each of its
subject facilities, primarily performed by facilities or maintenance staff.

1.1 Strategic Objectives

A. To protect City elected officials, employees, citizens, vendors, contractors, the
visiting public and City assets from loss, harassment, or harm due to abusive,
criminal, or other destructive activity.

B. To preserve and enhance the reputation of the City of Cypress and maintain the
status of the City as one of the safest places to live, work, and recreate in Orange
County.
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C. To prioritize security improvements so as to maximize security while staying within
budgetary constraints.

1.2 Project Objectives
A. Overall Objectives

1. Assess the state of the existing physical security system technology and
identify the gaps between current technological capabilities and required
technological and operational capabilities.

2. Determine the security system technology improvements required to provide
the security system technological capabilities the City needs to reduce physical
security risks to acceptable levels, at an acceptable cost.

3. Develop a security technology upgrade plan that includes detailed
recommendations, along with the Rough Order of Magnitude (ROM) costs for
implementing the recommended security system improvements.

B. Security Protective Measure Objectives

Effective security measures support the deterrence, detection, delay, and defeat
of malevolent acts. Effective overlap and coordination between each component
during implementation of the security technical and operational capabilities
increases the level of security offered by any single part of the program. The
following definitions are provided as a reference for these terms used throughout
this document.

1. Deterrence

Deterrence is a security strategy designed to discourage adversaries by
(a) increasing the risks to the adversary, (b) promoting a sense of security, and
(c) instilling doubt on behalf of an adversary. Visible cameras, adequate lighting,
access-controlled doors, audible warning devices, visible Police and facilities
staff, use of Crime Prevention Through Environmental Design (CPTED)
principles and security signage can affect an aggressors’ perception of potential
success.
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2. Detection
a. The discovery of malevolent acts, whether overt or covert.

b. To discover malevolent acts, whether performed by a vandal,
opportunistic criminal, disaffected individual, or activist, the following
events must occur:

1) Equipment or personnel react to an abnormal occurrence and
initiates an alarm.

2) Information from a sensor or individual is reported and displayed.

3) Someone assesses the information and determines the alarm to be
valid or invalid.

c. Methods of detection include personnel (visual monitoring) and a wide-
range of technologies. Personnel can effectively contribute to detection if
they have been trained in security awareness and have the means to
alert a Security Operations Center, who inform security personnel for
investigation or notify Police response personnel in the event of a
problem.

d. An effective assessment system provides two types of detection
information:

1) Information about whether an alarm is a valid alarm or a nuisance
alarm.

2) Assessment about the cause of the alarm to determine the questions
of who, what, where, when, and how.

e. Getting an early warning of security breaches by monitoring access,
combined with the rapid distribution of this information, can improve the
assessment and appropriate reaction to events at City facilities. The
ability to discern real alarms from nuisance alarms will save responder
staff time and effort.
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3. Delay

The function of a security system or response action that impedes adversarial
progress.

a. Delay can be accomplished by static barriers such as fences, doors,
vaults, locks or by sensor-activated “reactive” barriers, roll down gates,
automated bollards, dispensed liquids and foams, etc. The ability to
monitor and secure the perimeter of the site and its structures against
unwanted entry is an important aspect of asset protection. While entries
may not need to be controlled at all times, the capacity to control them
quickly and effectively under specific circumstances is a powerful tool.

4. Defeat

Actions taken by facility personnel or first responders to prevent adversarial
success or limit the consequences of an attack.

a. Response may consist of both interrupting and stopping the event.

b. Response effectiveness is measured by the time between receiving the
communication of an adversarial action, discerning its essential elements
(threat, target, methodology), and interrupting and stopping the
adversarial action.

5. Mitigation
The process of reducing the resulting effects of an unwanted event.

a. Effective response is aided and orchestrated by procedural methodology,
the gathering of accurate information, and communications. Armed with
immediate information and instructions specific to an event, the City
personnel can more effectively deal with its outcome or mitigate its
effects altogether.

C. Accounting for Trends Impacting Security System Design

There are three categories of trends that impact the design and implementation
of electronic physical security systems: business trends, technology trends, and
public expectations.
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1. Business Trends

a. Data-driven decision-making and operation. The larger the organization,
the more significant this factor is. Electronic physical security systems
are being called on to provide data about building usage and occupancy
in two ways: (1) integration with building controls systems such as
lighting, HVAC and elevator systems for the purpose of optimizing their
operations, and (2) timely reporting on security operations and risk
impacts.

b. Technology funding. Primarily driven by subscription-based Software as
a Service (SaaS) and Hardware as a Service (HaaS) product offerings,
funding of technology has been shifting from CapEx project-based
funding in 4-year or 5-year cycles, to OpEx ongoing annual funding.

2. Technology Trends

a. Exponential Technology Advancement. Due in large part to the
increasingly important role of software in physical security technology,
there has been a shift in the security industry from products with
generational lifecycles of five to ten years, to single-year product
lifecycles, to continuous product development. This has given rise to
Saas$S and HaasS offerings that evolve in place, which drastically changes
many aspects of security system design and system integration.

b. Data-Centric Security Operations. Formerly, physical security systems
were device-centric. Today, intelligent devices such as cameras (which
today, technically speaking, are light sensors with embedded
computers) and other types of sensors produce data outputs that inform
one or more of the security functions of Deter, Detect, Delay, Deny and
Mitigate. This also impacts many aspects of security system design and
system integration.

3. Public Expectations

c. Technology Modernity. Due to the ubiquity of smart devices and other
modern technology, and the impressions created in movies and video
entertainment, citizens expect their city’s security technology to be
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modern and up to date. This has risk implications related to “duty of care”
and “should have known” considerations. Security technology
shortcomings resulting in serious person or business impacts can
negatively affect the city’s reputation regarding public safety and,
consequentially, negatively impact the reputations of elected officials
and city management.

These trends will be accounted for in the evaluation of existing security system
technology and the design and planning for security system improvements.
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SECTION 2.0 - BACKGROUND

2.1 General

A. The City of Cypress, like most, if not all, cities, is faced with critical decisions
concerning the provision of security and law enforcement services and the
security technology capabilities to protect its elected officials, employees, citizens,
vendors, contractors, visitors and City assets. With this in mind, the City retained,
through an RFP process, professional consulting firm Triad Consulting & System
Design Group (Triad) to create a Security Systems Master Plan.

B. Upgrading existing facility security system technology, which has grown
incrementally over time, is typically a multi-year process and not an “all-at-once”
activity. This is due to the necessity of maintaining security capabilities throughout
the upgrade while not disrupting ordinary business, as well as budgetary
considerations.

C. Security technology design and deployment has three aspects to it: people,
process and the technology itself. Who will be using the technology capabilities
and for what purposes? What policies and procedures will govern its use? What
are the roles and responsibilities involved and who will they be assigned to?

2.1 Overall Guidance for Expanding Security System Technology Deployments

A. A capability maturity model (“maturity model” for short) is a guide that shows the
(typically five) stages of an organization's growth in a specific area. It helps
organizations figure out where they currently stand and how they can improve
sustainably, aiming for more effective and efficient performance. Organizational
capabilities advance through stages that can be characterized as Ad Hoc (i.e.
unplanned and based on individual staff initiative), Intuitive and Repeatable (but
not documented), Documented, Manages, and Optimizing.
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B. Relating to the City’s need to create a documented security program that provides

the people and process elements relating to technology deployment, a simple
maturity model will help in planning the full scope of improvements over time, as
some capabilities depend on other capabilities being in place first. Such a maturity
model is provided below.

Capability Maturity Model

A. The following maturity model overview is suitable for the security program of a city

the size and character of the City of Cypress. The City’s security roles and
responsibilities can be and have been effectively distributed across existing facility
staff, the Police and Maintenance Departments, plus the IT for security system
infrastructure support. There is no need for a separate Security Department.

. The maturity model description provides a perspective for implementing the
Security System Master Plan and the security operations capabilities related to it,
regardless of the fact that the security responsibilities and activities are distributed
across various City staff and multiple departments.

. This maturity model can also serve as guidance for needed enhancements that
extend beyond the scope of this Security System Master Plan project.

Table 2. Physical Security Program Capability Maturity Model

Maturity Level | Characteristics
e The city sees the need for facility physical security, has common
security measures like door locks and lighting, facility staff relies
il on police for incident response and reporting facility damage or
Initia security device malfunctions to maintenance services.
e Formal security policies, procedures and training are largely
absent.
e Informal and mostly reactive collaborations exist between city
administration, facility staff, maintenance and police.
¢ Sensible security protocols, like routine inspections of parks and
Basic buildings by the police and maintenance departments, along with
opening and closing procedures for city facilities, are established.
e Elementary roles and responsibilities, including lock and key
management and alarm system testing, are designated.
Security System Master Plan Page 8 November 2023

SECURITY SENSITIVE INFORMATION — DO NOT PHOTOCOPY.
THIS INFORMATION IS PROTECTED AGAINST DISCLOSURE.



City of Cypress, California
Security System Master Plan

Maturity Level | Characteristics

Buildings have alarm systems that report to a central station, who
in turn call the city police.

The buildings in use have electronic physical access control
systems.

Basic recording surveillance systems are installed in primary city
facilities, with footage accessible in real time to the police
department.

There no integration between the alarm, access control and video
security systems.

The video systems do not include video analytics, such as for
activity detection.

Security measures, while consistent, are largely undocumented.

A structured facility physical security program is yet to be
instituted.

Defined

A written official physical security program is being followed.
The city has clear facility physical security objectives.

There are explicitly delineated security roles, duties, and
communication channels.

Regular collaborations occur between city administration, facility
staff, maintenance and police to review the status of ongoing
security activities and any improvements in progress.

Security operational and technological needs and capabilities
determined through standards-based facility risk assessments.

The physical security systems (intrusion, access control and
video) are integrated to facilitate alarm response and minimize
the number of manual actions required to review a past incident
or respond to a live one.

A master plan for security systems details the required physical
security technology infrastructure.

Formally approved written policies and procedures are applied.

Facility emergency response plans exist and include training and
routine drilling.

There is introductory security education for employees and
volunteers.

Basic security record-keeping and reporting is in place.
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Maturity Level

Characteristics

Managed

Security capabilities undergo regular reviews, with adjustments
made in response to alterations in city services or shifts in the
facility's risk landscape.

Policies and procedures exist for data privacy and protection of
confidential information generated by any security system
element.

Mobile access to critical security system capabilities enhance
police situational awareness and response capabilities.

Technology for enhanced situational awareness capabilities,
such as police body worn cameras.

Security system rules-based workflows are used to automate
actions that deter, detect, delay and defeat malevolent acts.

Intelligent devices and systems that perform functions — such as
license plate recognition, identification of trespassing or loitering
activity — are used to provide early detection of potential risk
situations.

An oversight process is established for security operations,
assuring sustained effectiveness despite evolving factors
influencing the risk profiles of the City’s facilities.

Security reporting includes a means for security stakeholders to
provide feedback regarding security shortcomings or potential
improvements, or problems performing or complying with
required security practices, and a process for responding to such
feedback.

Optimized

Proven practices and advancements in facility security, from
cities of a similar size and risk profile, are consistently monitored
and assimilated when appropriate.

Security technology advancements are periodically assessed for
their potential to enhance security effectiveness, cost-
effectiveness, and the ability to provide facility usage data of
value to the City.

External security experts, agencies, or firms are consulted that
specialize in urban security to further enhance the city's security
posture.

Continuous improvement is an overall security objective and is
given regular consideration by all those with security
responsibilities.
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2.3  Security Maturity Current and Recommended Levels

A. The City’s current security program maturity level is Basic. The recommended
maturity level objective is the Defined level, which is the current state of the
security programs and operational capabilities for many cities.

Figure 1. City of Cypress Physical Security Program Capability Maturity Rating

Initial >> Basic >> Defined >> Managed >> Optimizing >

Not Current Next Long Term Potential
Applicable State Future State Objective Future Objective

B. It should be noted that some actions from the Defined level are already under
way, such as the project to develop a Security System Master Plan, which
includes facility security risk assessments for the seven subject facilities. The
City’s current strategic objectives include the following security improvements
which are at the Managed level of maturity:

1. Recommend the replacement of the Police department’s mobile audio video
systems and include options for automated license plate recognition (ALPR)
technology.

2. Provide Federal Emergency Management Agency required emergency
management and incident command training to city staff.

3. Present a strategy to deploy body worn cameras to Police patrol personnel to
the City Manager.
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SECTION 3.0 - METHODOLOGY

3.1 Facility Physical Security Risk Assessment

A. The purpose of physical security risk assessment is to enable sound decisions
and planning regarding the investment in and implementation of security
measures. The specific purpose of this risk assessment is to examine the physical
security risks of the subject facilities (City Council Chamber, City Hall, Community
Center, Lexington Park, Maintenance Yard, Police Department, and Senior
Center), and to develop a Security System Master Plan that uses electronic
physical security devices and systems to reduce those risks to levels acceptable
to the City at an acceptable cost. Security risk reduction includes people, process
and technology measures. Thus, this assessment accounts for people and
process elements that are related to technology deployment and utilization.

B. Risk assessments can be accomplished in varying degrees of detail. The level of
detail is dependent upon the type of risk, the purpose of the analysis, resource
limitations, the information available to the assessor, and communicating the risk
assessment findings. Risk man be assessed using a quantitative computational
approach or a qualitative subjective approach, or a combination of both. In all
cases the underlying assumptions should be understood and documented.

1. Qualitative analysis relies on the reasoning and experiential judgement of
assessment team members and subject matter experts, including the facility
staff and the stakeholders involved in managing and caring for the facility.
Qualitative analysis uses terms, words and images as descriptors of risk.

2. Quantitative analysis relies on probabilities and statistics using mathematical
formulas and calculations to interpret numbers, data and estimates.

3. A combined approach is utilized when the risk is better described and
communicated by a combination of subjective and numerical values.
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C. The facility risk analysis approach used for the facilities selected by the City is a
combined approach there the qualitative analysis precedes a quantitative analysis
in order to obtain an indication of the level of risk and to identify the principal risk
factors as well as account for existing security measures.

D. This approach and its methods of execution are based on applicable guidance
and standards listed below.

3.2 Standards-Based Assessment

A. Applicable materials have been selected from the following standards, guidelines
and best-practice references for use in the assessment work:

General Risk Assessment Guideline by ASIS International

Whole Building Design Guide — Threat / Vulnerability Assessments And Risk
Analysis by the National Institute of Building Sciences

ASIS GDL FPSM-2009 — Guideline: Facilities Physical Security Measures by
ASIS International

ANSI-ASIS PAP.1-2012 STD - Security Management Standard - Physical
Asset Protection by ASIS International

ANSI/ASIS/RIMS RA.1-2015 - Standard: Risk Assessment by ASIS
International

2014 NFPA 730 — Guide for Premises Security by the National Fire Protection
Association (NFPA)

Risk Analysis and the Security Survey — Fourth Edition by James F. Broder,
CPP, CFE

Security Surveys by William R. Floyd, CPP

3.3 Definitions

Security Risk. Simply put, a risk is “something bad that could happen.” Facility
security risks are bad things that could happen to or in the facility, negatively
impacting facility personnel, critical operations or important material assets.

Security Threats. Security threats fall into three categories:

Natural hazards (such as severe weather)
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e Human accidental threats (such as a distracted driver having a car accident in
the parking lot)

e Human deliberate threats (such as a thief, vandal, a disgruntled former
employee, or a political activist)

Critical Assets. Critical assets are the people, materials, property, activities and
intangible assets (such as public reputation, regulatory compliance, and trust of
employees and partners) without which the organization could not achieve its mission
on a daily basis. The chance that harm could come to any of the company’s critical
assets is the problem that security addresses. The term property includes both
company property and personal property of people at the facility, such as employee
or visitor vehicles.

Security Weakness (also known as Security Vulnerability). A security weakness
is a condition or situation that would allow a threat to affect a critical asset in a harmful
way. Security weaknesses create opportunities for causing harmful impacts.

Physical Security Risk. The term “physical security risk” is used to describe risks to
assets in physical form, as opposed to assets that exist in electronic forms, which
primarily are electronic forms of information. Risks to electronic assets, such as data
being transmitted over telephone lines or being processed or stored by computers,
are classified as “cyber security risks” and require electronic security measures.
Protecting telephone, computer and network equipment is in the realm of physical
security. Protecting the electronic information within telephone systems, computer
systems and networks is in the realm of cyber security.

Physical Security Risk Assessment. A physical security risk assessment is an
examination of a facility and its activities to identify the critical assets that require
protection, and to identify the security weaknesses that make the critical assets
vulnerable to theft, damage or destruction. It also includes the consideration of
protective measures to make the critical assets less vulnerable.

Risk Assessment Findings. Risk assessment findings consist of the critical assets
identified, the potential security threats, the security weaknesses the threats could
exploit, and the kinds of impacts to the facility that could result from a threat acting at
or within the facility.
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Risk Ratings. The assessment rates specific risks as Low, Medium or High based
upon the likelihood of the threat occurring and the seriousness of the worst-case
potential impact on the facility over a five-year period.

Risk Assessment Recommendations. The facility security assessment work
includes identifying feasible security measures that reduce or eliminate the security
weaknesses found. Recommendations are prioritized as immediate (simple low-cost
or no-cost but important) short term (address within 6 months) and long term (longer
than 6 months) based upon how quickly the recommendations can be implemented
and how urgent it is to implement specific improvements.

Figure 2. Facility Physical Security Risk Assessment Process

Facility Physical Security Risk Assessment Process
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The information developed in the steps above is contained in SECTIONS 4.0 through 5.0
of this report and in the following Appendices:

e APPENDIX 1: LIST OF INTERVIEWS

e APPENDIX 2: AREA CRIME REVIEW

e APPENDIX 3: THREAT QUALIFICATION
e APPENDIX 4: CITY HALL

e APPENDIX 5: CITY COUNCIL CHAMBER
e APPENDIX 6: POLICE DEPARTMENT

e APPENDIX 7: MAINTENANCE YARD

e APPENDIX 8: COMMUNITY CENTER

e APPENDIX 9: SENIOR CENTER

e APPENDIX 10: LEXINGTON PARK
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3.4 Risk Rating

A. Itis not necessary or even possible to have a precise numerical calculation of risk
across a wide variety of risk scenarios, whose potential impacts will vary
depending on a multitude of factors. In essence, we have a small collection of
unacceptable risks and we need to identify the most serious and the least serious,
to prioritize risk mitigation and funding (where needed). A risk matrix (shown in
Table 8 on page 19) is a common and generally-accepted way to rank risks.

B. Risk ratings assignment includes consideration of the existing security measures
(including recovery measures), as well as the current threats and security
weaknesses.

C. To be reliable enough to support risk-informed decisions, it is important to have
well-defined criteria for rating likelihood and potential impact of risk events. These
are provided in Table 3 and Table 4 below, followed by Table 5 that is specific to
the Police Department.

Table 3. Ratings for likelihood of threat occurrence over a five-year period

Likelihood Description
The likelihood of occurrence is much greater than
(A) nonoccurrence or is virtually certain. For example, unprotected
, ) currency lying visible in an unmonitored public area is very
Highly L|k.ely ! likely to be taken. If keys are left in the ignition of an unoccupied
gfiain luxury car parked in a bad neighborhood, it is simply a matter
of time before the car is stolen.
(B) The event is more likely to occur than to not occur in any given
Likely year.
(®) The event is more likely not to occur than to occur in any given
Unlikely year.
(D)
Remote or Occurrence is highly improbable or extremely remote.
Improbable

Security System Master Plan
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Table 4. Ratings for severity of impacts of threat occurrence worst case consequences

Impact

Description

(1)

Critical

Fatal or crippling personal injury requiring long-term hospitalization;
serious and costly damage to a facility; reputation damage that would
have a significant negative impact on future City operations, services
or repute; several people with more than a month of injury-based lost
work days; high financial cost (more than $TBD).

(2)

Moderate

Disruption of facility operations for more than a month; costly repairs
that would result in some loss of facility capability for a more than a
month; personal injury requiring short-term hospitalization; one or two
people with more than a month of injury-based lost work days;
moderate financial cost (less than $TBD but more than $TBD);

3)

Low

Some disruption to facility operations or capability; personal injury
requiring immediate emergency off-site treatment; more than a week
of lost workdays; no lasting impact to facility activities; minor financial
cost (less than $TBD but more than $TBD).

(4)
Negligible

Minor disruption to facility operations or capability; minor personal
injury treatable on site or not requiring treatment; a week or less of
lost workdays; no lasting impact to production or facility activities;
minor financial cost ($TBD or less).

Table 5. Ratings for severity of impacts specific to the Police Department

Impact Description
Fatal or crippling personal injury requiring long-term hospitalization;
serious and costly damage to the police station; reputation damage
(1) that would have a significant negative impact on City repute; building
Critical damage impacting police operations for more than a month; on-duty
officer injury resulting in lost work time greater than 3 months; loss of
or damage to evidence or high-value property; High financial cost
(more than $TBD).
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Impact Description
Personal injury requiring short-term hospitalization; building damage
(2) disruption of police operations for more than a week; one or two
Moderate staff with more than a month of injury-based lost work days;
moderate financial cost (less than $TBD but more than $TBD);
(3) Disruption of police operations for more than a day; personal injury
Low requiring immediate emergency off-site treatment; a week or less of
lost workdays; (less than $TBD but more than $TBD);
(4) Disruption of police operations for less than a day; minor personal
i injury treatable on site or not requiring treatment; no lost work days;
Negligible Jury d g y

minor financial cost ($TBD or less).

D. Risk levels are derived from the combined Likelihood and Impact severity ratings,
shown below in Table 6 and Table 7 below, using the matrix shown in Table 8

below.
Table 6. Likelihood Scoring
Score Likelihood Short Version
A Highly Likely or Certain Highly Likely
B More Likely to Occur Likely
C More Likely to Not Occur Unlikely
D Remote or Improbable Highly Unlikely
Table 7. Impact Scoring
Score | Impact
1 Ciritical
2 Moderate
3 Low
4 Negligible

E. Risk ratings assignment includes consideration of the existing security measures
(including recovery measures), as well as the current threats and security
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weaknesses. Risk level ratings are assigned using the matrix shown in in Error!
Reference source not found. below.

Table 8. Risk Level Matrix

Likelihood

B C D Risk Level Risk Acceptance

Impact

1 M L Not acceptable.
Reduce risk to lower levels

Requires City Council or

2 M M L Medium (M) City Manager review and
approval to accept
3 M L L Low (L) Requires City Risk Manager

review and approval to accept

4 - Acceptable without review

3.5 Facility Risk Profile

A graph depicting the counts of facility risk by category provides a visual characterization
of the facility risk profile, as shown in the Figure 3 example graphs below.

Figure 3. Example “Before and After” Facility Risk Item Graphs

BEFORE ANY RECOMMENDATIONS ARE APPLIED AFTER SHORT TERM RECOMMENDATIONS ARE APPLIED
Facility Risk Item Counts by Category Facility Risk Item Counts by Category

High Medium Low Negligible

High Medium Low Negligible
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Recommendation Priorities

A. Implementation Categories. Recommended security improvements are
prioritized into three categories:
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1. Immediate: Should be easily implemented within 90 days, considering cost
and level of effort or criticality requiring immediate implementation due to the
severity of related risks.

2. Short Term: Planning should begin immediately with implemented completed
within 180 days.

3. Long Term: Planning should begin in the next quarter with implementation of
security measures completed within the next calendar year.

B. Categorizing Recommendations for Implementation. Implementation
categories will be determined collaboratively in a work session of Triad SDG
specialists in risk assessment and security system implementation, and the
stakeholders the City selects for the collaboration. The City has final say on the
category assignments based on risk tolerance and the availability of
implementation resources.
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SECTION 4.0 — FINDINGS
4.1 Findings

A. This Findings section presents the identified security weaknesses observed
during this assessment. While evaluating the current security system, only those
weaknesses that aren't adequately addressed by the existing technology are
highlighted in this report. If the current security measures fall short in addressing
these risks, enhancements in technology are recommended.

4.2 Area Local Crime and Threat Landscape
A. Local Area Crime Rating

1. Area Low Crime Rating

The City of Cypress has a lower crime rating than all but one of its neighboring
cities (the much smaller La Palma), in large part due to the nature of the City’s
neighborhoods.

The City of Cypress itself has a lower crime rate than the national average and
the city sites being assessed are not currently subject to significant risk from
general area-related crime factors.

2. City-Specific Facility Risks

City hall, council Chamber and police department buildings in general are
targets of specific types of disruptive, activist and criminal behaviors that fall
outside of general area crime considerations, including the risk of a direct
attack on police officers, which are on the rise. In 2022, the FBI reported that
intentional killings of law enforcement officers had reached a 20-year high. A
September 2023 report from the Fraternal Order of Police stated that there
have been 83 ambush-style attacks on law enforcement officers in the first 8
months of 2023.
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Just recently, on September 20, 2023, a City of Palmdale police officer was
the victim of a targeted killing. At about 11:30 p.m. on October 5, 2023, a 51-
year-old woman, later determined to be under the influence of drugs or alcohol,
walked into a Bristol, Connecticut police department office carrying a handgun,
which she discharged multiple times, firing at lobby counter reception glass
and at doors leading from the lobby into the police station.

3. Increase in California Homeless Population

California holds one-third of the U.S. homeless population. There are existing
risks to City parks, other properties as well as to Cypress citizens of increasing
homeless activity, per publicly available data as well as data from the Cypress
PD. The security assessment team also observed homeless activity on and
near the city properties being assessed.

APPENDIX 2: AREA CRIME REVIEW details the City’s crime risk picture.
B. Threat Landscape

The following potential threat categories have been identified as relevant to this
assessment based on the City’s location, the nature of the activities at the facilities
being assessed, and the scope of this assessment:

e Human Accidental
o Auto crash - on-site
o Auto-pedestrian accident in parking lot
e Human Deliberate
o Property Crime (e.g., external theft, vandalism)
o Property Misuse (e.g. by homeless individuals)
o Individual/Public Demonstrations & Protests
o Individual Attacks on Police Officers
e Natural and Environmental
o Electric storm
Flooding
High winds (>70mph)
Mudslide
Tornado
Power flux/outage

© O O O O
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1. Natural and Environmental Threats

Although there is potential risk to the subject facilities based on southern
California weather history, the facilities have not been subject to flooding
(although other City properties have been). There is no history of closure of the
subject facility buildings due to weather. Regarding electronic physical security
systems, the potential impact of power fluctuations and outages is addressed
through the use of backup batteries in the equipment control and power panels.
There are no other natural and environmental security risk considerations.

2. Human Accidental Threats

Auto-related accidents are the primary human accidental threat for the subject
properties. As determined by this assessment’s CPTED evaluations, vehicle
barriers and vehicle speed constraints commonly applied to parking areas and
streetside properties are in place at each property. Only the Maintenance Yard
and the Police Department have a risk of vehicle accidents or vehicle-
pedestrian accidents due to the number of vehicles and the nature of their use.
The Police Department has another completely different set of human
accidental threats, detailed in SECTION 3.0 FINDINGS.

3. Human Deliberate Threats

Most of the threats considered are in the human deliberate threat category,
including homelessness.

Some homelessness individuals, including those under the influence of alcohol
and/or drugs, pose a risk of disease, property defacement, disruption of City
services and public activities, and assault to City personnel and citizens
involved in City activities. Homelessness is both changing landscape and a
growing problem that is difficult if not impossible to address strategically.
Tactically, addresses it on an ad hoc basis depending on its impact to City
facilities.

Tracking its impact on City facilities requires adequate video coverage to
accurately monitor the ongoing impacts and any changes or trends. The
growing capabilities of Al-enabled video content analysis and automated
responses will be an important factor in assisting the City to deal with this
problem.
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This Human Deliberate Threat category applies to the subject facilities as
shown in Table 9 below.

Table 9. Threat Category Applicability to Facilities

Individual/Public Individual
Property | Property | Demonstrations & Attacks on
Facility Crime Misuse Protests Police Officers

City Council Chamber Yes Yes Yes Yes
City Hall Yes No Yes No
Community Center Yes Yes Yes No
Lexington Park Yes Yes No No
Maintenance Yard Yes No No No
Police Department Yes No Yes Yes
Senior Center Yes Yes No No

This assessment examined each facility to pinpoint security weaknesses that could be
exploited by potential threats across all relevant threat categories, endangering City
personnel or assets. A single security weakness might be susceptible to multiple threats
within these categories. Conversely, rectifying a security weakness against its worst-case
scenario will likely mitigate the less severe risks as well. Consequently, many risk
mitigation recommendations are based on the worst-case scenarios.

A detailed listing of the potential threats initially considered is provided in APPENDIX 3:
THREAT QUALIFICATION.

4.3 Current Security Measures

A. Current Security Measures

1. Physical access control, intrusion detection and duress devices

The applications of physical access control, intrusion detection and duress
device in use at the facilities are appropriate. The existing access control
hardware by and large is working as expected, but requires some additional
technology so that all perimeter doors are monitored and the Community
Center and Senior Center have card access control.

The City has recently standardized on the Avigilon brand access control
system, which does supports secure data connections to card readers. There
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are only a few security hardware issues requiring corrective measures; they
are listed separately in the findings for each facility.

2. Central Station Alarm Response

The Advanced Alarms company services all of the duress alarms at City Hall,
Civic Center, Senior Center and the Police Department, as well as the intrusion
detection system alarms (also known as burglar alarms). Maintenance reported
that it only takes 10 seconds or less for Advanced Alarms to notify the Police
Department of duress or other alarms.

3. Video Surveillance

Sighage is needed at the entrances to all facilities announcing that video
surveillance is in use.

Outdoor video surveillance capabilities need to be completely revamped, as
explained below. The resolution of existing parking area cameras is not good
enough to capture license plate numbers and letters or to capture a clear facial
and physical descriptive images of individuals who have committed a criminal
act, are casing the area with the intent to commit one, or are in the process of
committing a crime.

With the exception of the Police Department, indoor camera recorded video
surveillance is acceptable. The PD needs a few additional indoor video items.
Additionally, real-time video surveillance capability is poor, which is a significant
shortcoming. The PD does not currently have access to the Council Chamber
video.

Video image quality can be characterized using three categories based upon
the usability of the images:

a. General Activity — sufficient for detection and recognition of activity in
scene.

b. Forensic Use — useful for identifying individuals by facial image and
vehicles by markings and license plate numbers present or involved in
activity.
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c. High Detail — useful for identifying objects held or placed by individuals,
recognizing visible contents of vehicles such as occupant count, detailed
enough to facilitate close facial, vehicle and object match video
searches, recognizing identifying wearables such as watches and
jewelry, and capture readable writing and labeling on packages and
documents.

Excepting the Police Department, indoor camera image quality is suitable for
forensic use both in terms of image detail and angle of the camera’s field of
view. Outdoor cameras do not capture readable license plates. The few
exceptions are noted in each facility’s evaluation.

The outdoor cameras are suitable for general activity detection and recognition
only. Some night images are completely unusable at the Community Center,
Senior Center and Maintenance Yard.

The Police Department evidence areas require High Detail video quality whose
recordings are upgraded to at least 30 frames per second based on motion and
person presence. All evidence areas should be covered from two or more visual
perspectives to mitigate camera blocking by body or object positioning.

Video surveillance real time operational capabilities are much less than needed
and are well below currently accepted practices for city video surveillance, as
noted in the Findings for the Police Department. Video surveillance upgrades
must consider the need for actionable real-time situational awareness as well
as command, control and communication capabilities. Currently available Al-
enabled physical security technology can be of significant help in that regard.

4. Physical Hardening

Bullet resistant materials have been used in the construction of the Police
Department Lobby reception counter and in the dais partition in the City Council
Chamber room. Staff were unsure what the UL rating is for the ballistic glass
and the wall/counter panels. The UL ratings for the existing ballistic materials
should be researched and documented. Additional physical hardening
recommendations are provided in the facility-specific Recommendations
sections.
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5. Crime Prevention Through Environmental Design (CPTED)

The Crime Prevention Through Environmental Design (CPTED) factors are
good to excellent for most facilities except for City Council Chamber and Police
Department. CPTED recommendations are provided for the Council Chamber.

6. Police Physical Presence

The Police Department has a standard deployment for all non-controversial
City Council meetings:

e The Chief of Police, or his representative, is present at the “Chief of
Police” desk which is located stage right of the dais.

e The Sergeant at Arms sits at the back of the room, usually stage right
(same side as the Chief) and is responsible for monitoring the “climate”
of the meeting, and, if something appears to out of place or the meeting
becomes confrontational or heated, would request additional officers
and resources.

e Additional police personnel would be added to meetings where
problems may be anticipated or expected based on the meeting’s
agenda.

7. Operational Security Elements

a. A complete listing of the City’s operational security elements is beyond
the scope of this project. However, it should be noted that there are
many good operational security elements in place, carried forward by
the dedication and initiative of individual City personnel. These are
performed by individual facility staff, personnel from Maintenance and
the Police Department. Examples are the opening and closing of the
buildings, which includes disarming the building’s alarm system in the
morning and arming it again at closing time, after appropriate building
closure procedures.

b. The consistent experience of the assessors is that a strong security
element is the high level of dedication of City employees. They care
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about the buildings where they work, and are dedicated to performing
their jobs effectively and representing the values of the city in their work
and interactions with volunteers, citizens and visitors who use the City’s
public services.

4.4 Risk Items Identified

Facility risk items include threats, security weaknesses, and below-standard security
measures. Security improvement recommendations are based on an evaluation of
the risk items identified.

Risk Items may be referenced by their outline ID and number, such as “A.1.” for the
first General Risk Items finding below Risk Items are rated according to severity in a
table that follows the Risk Item lists below.

A. General Risk Items

1. No Video Signage. Signage is required at all facility entrances announcing
that video surveillance is in use. Although not a California or federal law, it is
a General Data Privacy Regulation (GDPR) requirement in the European
Union (EU) and one of the first four fines levied for GDPR violations was for a
retail store not providing notice of video surveillance. Such notice is common
good privacy practice in the U.S., with potential negative public relations
consequences for not following that practice.

There is an additional risk factor involved in providing notice of video
surveillance, which is that the general public typically considers that such
surveillance covers all public aspects of a city property. If there is a crime,
accident or confrontational incident at a park or other property, visitors and
others will very likely have the expectation that the incident was captured on
video.

Lexington Park does have 100% coverage of the parks open areas at the
guality that constitutes general activity surveillance. It is likely that some of the
other City parks do not — however, they are outside the scope of this
assessment. That makes it important to have an Acceptable Video Use policy
that specifies the retention period for video recordings, so that in the event that
a recording of an incident was deleted prior to anyone requesting the video,
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the City can show that the deletion was not arbitrary but occurred automatically
according to policy.

The Community Center and Senior Center have 100% coverage of the
building common areas, but not the parking areas. All the subject properties
being assessed should have 100% coverage of the public property areas as
well as the parking lot areas.

2. No Documented Security Program. There is no documented physical
security program for any facility, including the Police Department. There are
sound security practices being carried out at facilities, such as the opening
and closing procedures for the Senior Center, which include an (a) inspection
to ensure that each perimeter door is closed, fully latched and locked, and (b)
the manual arming (using a keypad code) of the intrusion detection system.

It is common for the processes and procedures of undocumented security
practices to drift from their original state, resulting in gaps in performance that
create security weaknesses.

There is no single individual responsible for the physical security measures
that exist, thus no assurance that changes to facilities and changes to the risk
picture are routinely considered and security practices updated accordingly to
address any new security gaps.

B. City Council Chamber Risk Items

A diagram of the upper level of City Council Chamber building is provided in on
the following page.

1. Hostile Individuals. Risk City Council meetings are well publicized on the City
website’s City Council Meetings page. Because the meetings are so well
publicized, as required by the City Charter, individuals with nefarious
intentions could attend any meeting where they have a personal issue with
any of the topics or with the council members or the police. The Police Physical
Presence described on page 27 is intended for non-controversial City Council
meetings. Additional procedural and technological measures are warranted for
situations where individual hostility is a realistic possibility.
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2. Video Confined to Council Chamber Building. The security video cameras
record locally in the building and can only be accessed from the IT/AV Room
behind the back wall of the dais. Live and recorded video are not accessible
to the police, who must request recordings from IT. Police response could be
significantly hampered without access to the video.

3. More Complete Video Coverage Needed. Due to the potential for crowded
unrest at the Chamber building, 100% video coverage should be established,
with at least two opposing video angles covering each location, to ensure
capturing video images sufficient for visual person identification.

4. Wide Dynamic Range Cameras Needed for Balcony Areas. The balcony
cameras covering the east and west sides of the balcony have insufficient
dynamic range, and the video images are faded in bright sunlight conditions,
reducing the image quality below the Forensic Use level.

5. No Security Video In the Council Chamber Room. There is no video
coverage inside the Council Chamber Room. If a serious violent confrontation
erupted or a medical incident occurred, there would be no visual evidence of
what happened or who was involved, and the police outside the Room would
have no situational awareness of the ongoing event, possibly delaying critical
life-safety response.

6. No Formal Evacuation Planning. The assessors were told that there is no
formal evacuation plan for the council members should an emergency arise.
The assessors were told that in the event of an emergency, the council
members would be escorted out of the Chamber through one of the side doors,
depending on the nature and location of what is occurring. Evacuation
planning and drilling is a common safety practice, and the lack of it could result
in a liability situation for the City in the event of an evacuation during which an
injury occurs.

7. No Established Safe Room. The assessors were told that there is no
established safe room for at risk City personnel or guests in the event that an
evacuation out the rear entrance was not possible or advisable. This is
standard security personnel protective practice for at-risk senior personnel or
visiting dignitaries and other VIPs.
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8. Single Duress Button Only. There is a single duress button only, at the desk
of the Chief of Police as shown in Figure 4 below, which constitutes a single
point of failure for silent duress signaling.

Figure 4. Diagram of the Council Chamber Building’s upper level.
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9. Insufficient Night Lighting. Most of the areas have adequate night lighting,
but some lower level areas, such as nooks and the planters, are not sufficiently
lit. This is a personal security and safety risk for individuals who have a valid
need to access the Council Chamber upper or lower levels during dark hours,
as hostile individuals could hide in the dark areas.
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10.Uncontrolled Access Below Council Chamber. The concrete-floored lower

11.

level provides potential access to an extremist attack through an individual
carrying in an improvised explosive device (IED) or a vehicle-born IED
(VBIED), including a remotely controlled toy robot vehicle. This could
devastate/destroy the building and everyone inside it during a Civic Center
meeting or event. There is currently no planning to detect, defeat, or mitigate
the effect of such an incident.

Homeless Misuse of the Facility. Homeless individuals frequently sleep and
loiter on the upper level walkways and in the lower level areas. Individuals
urinate and defecate on walls, in the walkways and in the planter areas.
Homeless use the electrical outlets on the lower level to charge their cell
phones.

C. City Hall Risk Items

1.

Insufficient Police Access. The Police Department has only one HID access
card to open the access controlled doors to City Hall. An officer would have to
go to the Watch Commander’s office, unlock the key box, locate the City Hall
access card and run back to City Hall to handle the emergency. This delayed
response could be catastrophic, especially if the emergency is an active
shooter/assailant event. All sworn police officers’ access control cards should
be programmed to allow them immediate access into City Hall.

Vulnerable Key Ring. There was a large set of “Janitor’'s keys” hanging on
the wall inside one of the storage/electrical rooms with door access to the
outside.

No Duress Button in Multi-Use Conference Room. Employee disciplinary
meetings (including termination hearings) occasionally occur inside the
conference room just off the lobby. There is no duress alarm inside this
conference room.

Some Perimeter Doors Have No Video Coverage. Seven perimeter doors
have no external coverage.

Insufficient Video Coverage in Administration. There is no video coverage
of the Administration hallway, the Administration counter, and in the area
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behind the counter where staff interact with the public. Ensure that there is
camera coverage from the public side into the Administration area, and from
the internal area looking at public on the public side of the counter.

6. Door Monitoring. All perimeter doors need door position switches monitored
by the access control system.

D. Community Center Risk Items

1. No Coverage of Parking Areas. The parking areas have no video camera
coverage.

2. Useless Nighttime Video. Dark hours video images from three of the
cameras are unusable, and from three other cameras are poor, as shown in
their daytime and nighttime images below.

Table 10. Community Center Flawed Nighttime Video

Camera Name Nighttime Image Daytime Image
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Camera Name Nighttime Image
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3. No Physical Access Control.

a. Card Readers. The four main/employee entry doors need card reader
access control.

b. Exit Doors. Doors marked Exit Only require monitoring.

c. Transition Doors. Doors used for travel between interior and exterior
spaces require door monitoring.

E. Lexington Park Risk Items

1. Security Video Coverage is Insufficient. Current video provides general
activity surveillance only. Forensic quality video is needed. Overall, the entirety
of the park should be covered by Forensic quality video from two opposite
angles. Three angles of observation should be provided for the child play area,
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due to ground level visual lines of being disrupted by play equipment and
bollards. In the case of a 911 call from the park, police should have the ability
to evaluate the situation based on Forensic quality video, as well as have Pan-
Tilt-Zoom (PTZ) camera capabilities to closely evaluate an unfolding situation
and provide person, vehicle and object descriptions to various responders.

2. Easy Sports Field Vehicle Access. At the south end of the east parking lot
vehicles can drive onto the sports field. Pranksters have driven onto the field
to vandalize it by making “donuts”, taking the field out of service until it can be
repaired.

3. Homeless and Other Park Misuse. The police have reported that there are
usually two to three homeless individuals loitering/sleeping in the park at night
when the park is officially closed per the posted signage. Maintenance is
responsible for locking the restrooms each evening. Maintenance has
expressed concerns that — like has happened at other Cypress parks —
homeless individuals will barricade themselves inside a restroom, so that
Maintenance or the Police will be unable to secure the restroom. The Police
and Maintenance have expressed concern that “the park is not yet discovered
by the homeless at large, but it will be eventually”, meaning that the problem
will become severe due to urination, defecation, leaving refuse behind and so
on. Currently the Police provide frequent, non-mandatory patrol checks at the
park. Police have commented that the park should have been completely
fenced in, rather than having fencing on only two sides.

Additionally, parks historically have some level of illegal/prohibited behavior
occurring, most often after hours. Currently there is no way to identify repeat
offenders except through the recollections of police on vehicle patrol. A license
plate reader camera would enable watchfulness regarding the reappearance
of offenders as they enter the park.

4. No Remote Ability to Address Park Occupants. It can be a significant
deterrence and risk mitigation element to have a loudspeaker capability
available to the police to provide warnings and instruct offenders while
responders are en route.
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5. No Office Physical Access Control or Door Monitoring. The office contains
money, a site network server, and potential security terminal cabinet requires
card reader and control equipment for physical access control. All doors and
the small office window require monitoring.

F. Maintenance Yard Risk ltems

1. Yard Accidents May Not Have Video Coverage. Some evidentiary vehicles
are stored by the Police in a designated area in the Maintenance Yard in an
area not covered by video surveillance. Due to the number of vehicles in the
yard, including trailers, and the amount of vehicle movement, it's possible to
have a vehicle damage another vehicle or a pedestrian, with the incident failing
be captured on video. Additionally,

2. Video Resolution Too Low. Outdoor video camera image resolution is
insufficient to capture readable vehicle plates and vehicle details except for a
very few cameras for vehicles parked close to a camera.

3. No Video Surveillance for Stored Police Evidentiary Vehicles. Some
evidentiary vehicles are stored by the Police in a designated area in the
Maintenance Yard in an area not covered by video surveillance.

4. Nighttime Video From Several Security Cameras is Useless. Dark hours
video images from five of the cameras are unusable, and from three other
cameras are poor, as shown in their daytime and nighttime images below.
Vehicle license plates are not readable in nearly all of the outdoor cameras.

5. Front Office and Front Door Camera Images Fade Due to Sunlight.

Table 11. Maintenance Yard Flawed Nighttime Video

Camera Name Nighttime Image Daytime Image
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Camera Name Nighttime Image Daytime Image
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View
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6. Not All Doors Are Monitored. The building has an alternate City control
center room and all perimeter doors should be monitored.
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a. Exit Doors. Doors marked Exit Only require monitoring.

b. Transition Doors. Doors used for travel between interior and exterior
spaces require monitoring.

c. Roll Up Doors. Roll-up overhead doors require monitoring.

G. Police Department

1.

No Remote Lobby Lockdown. There is no way to remotely lock down the
lobby from either Records, the Watch Commander’s office or anywhere else
inside the PD.

Blind Internal Entry into Lobby. Personnel entering the lobby from inside the
station have no visibility into the lobby situation. They could unknowingly walk
into a threat situation. An assailant could be positioned in the area behind
where the door opens, and the individual entering the lobby would not see the
assailant.

Lobby Video Blind Spots. The existing ceiling-mounted lobby camera does
not cover the wall seating bench that is next to the restroom door or the corner
of the room that the bench extends into.

No Restroom Occupancy Indicator. One or more hostile individuals could be
hiding in the lobby restroom, without the knowledge of the individual behind the
counter or anyone entering the lobby from inside the station.

No Duress Device in the Jail Area. The Police Department recent remodeling
(still under way for the jail area) has removed the previous duress device. This
is a known issue intended to be addressed as part of the jail area remodeling
completion. The previous single duress device location was not reachable in
all likely confrontational situations. Duress device number and locations must
be re-evaluated.

Uncertainty About UL Rating of Ballistic Glass and Wall/Counter Panels.
Staff are unsure what the UL rating is for the lobby ballistic glass and
wall/counter panels.

Security System Master Plan Page 38 November 2023

SECURITY SENSITIVE INFORMATION — DO NOT PHOTOCOPY.
THIS INFORMATION IS PROTECTED AGAINST DISCLOSURE.



City of Cypress, California
Security System Master Plan

7. Perimeter Door to Parking Lot is Not Secured. The door to the upper parking
lot that is near the lower level stairs has the wrong type of strike plate hardware
and can be opened in a few seconds using a small screwdriver, a stiff pen, or
an ordinary house key.

8. Firearm Range Keypads not Working. The two access control keypads are
not working:

a. From the hallway into the firearms cleaning area.
b. Into the range itself.

9. Parking Lot Electric Rolling Gates Are Not Effective Barriers. In several
scenarios the rolling gates would allow vehicle or pedestrian entry.

a. The electric rolling gates take approximately 20 seconds to open, remain
open for about 10 seconds, and then take another 20 seconds to close.
This process takes far too long and could allow intruders on foot or in a
vehicle to “tailgate” police officers who are either walking or driving a
patrol vehicle into either the upper or lower PD vehicles secure parking
areas. The assessor’s Public Works escort said that these gates are
scheduled to be replaced soon with newer, faster gates.

b. It was reported to the assessors that rain activates the gates and keeps
them open for long periods of time.
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Figure 5. Roll
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Additionally, the 6-foot cinderblock wall at the north corner of the upper parking
lot next to the upper level rolling gate is too low. An intruder could easily climb
over the wall from outside and enter the upper parking lot in seconds. See
Figure 5 above showing the upper level parking lot rolling gate.

10.No Secured Parking for Police Officers and Staff. There is no secured
parking for law enforcement officers or non-sworn staff. With all of the recent
attacks perpetrated against law enforcement personnel, some resulting in
murders, secured parking should be a high priority for the City. There are
multiple types of walls and fences surrounding the restricted access areas of
the police station, none of which are designed to provide the kind of protective
barriers required for secure police parking. See Figure 6 below. Note that the
wall next to the SWAT vehicle in Figure 6 could be easily scaled, providing
simple access in and out of the parking lot.
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Figure 6. View Looking Out From Lower Level Police Vehicle Parking Lot.
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a. The police vehicles, including its SWAT vehicle, that are parked in the
lower gated parking lot hold a lot of weapons and munitions that are
accessible to intruders. Recently, the SWAT vehicle was broken into.

b. Staff reported that items have been stolen from vehicles in the past.

c. Police are visible to outsiders through the wrought iron fencing, The
bushes at the fencing provide limited concealment for officers but would
provide concealment for assailants. The bushes provide no cover for
officers if an assailant were to attack them with a firearm.

d. Officers shared a story about a handcuffed suspect who ran out the jail
sally port into the upper parking lot, climbed over the south parking lot
wall to the right (see Figure 7 below), jumped off the top of the wall onto
the HVAC system and then jumped off the HVAC equipment and over
equipment area south wall into the Civic Center grounds.
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Figure 7. View Looking Out the Jail Sally Port Into the Upper Parking Lot.

e. Homeless who have personal vehicles often park along the general
parking lot north fence line or the library parking lot adjacent to the police
lower level gated parking lot, and “hang out” inside their cars. There is
no way to distinguish between a non-assailant homeless individual and
someone stalking or preparing to attack an officer.

11.Parking Lot Vehicle Accidents. Although police officers undergo rigorous
training to handle their vehicles under various conditions, there is still a general
risk at police stations relating to the need for quick response to emergency
situations. When a police car accelerates its way of a parking lot space there
is a chance for minor or major collisions with other moving or stationary vehicles
or with pedestrians who are unaware of the police car’'s sudden acceleration
out of its parking space and into a street. Other drivers in the parking lot may
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not be paying sufficient attention and may drive or back into the path of the
police vehicle.

12.Firearm Accidental Discharge. There have been instances of accidental
(often termed "negligent) discharges of firearms within police stations. Such
incidents can occur when a firearm is not handled properly, during cleaning or
maintenance, or under other circumstances. When these incidents occur, they
can receive negative media attention and lead to retraining, reemphasis on
safety protocols, or disciplinary actions. The lower level police station firing
range, whose use has been contracted to police from neighboring cities in the
recent past, raises the level of this risk.

Some general circumstances around these discharges include:

a. Weapon Cleaning & Maintenance: Negligent discharges can occur if a
firearm is not properly cleared (i.e., made safe) before cleaning or
maintenance. Forgetting a round in the chamber is a common oversight.

b. Holstering or Unholstering: Accidents can happen when a firearm is
being removed or returned to its holster, especially if a trigger is
inadvertently pressed.

c. Safety Checks: Ironically, some accidental discharges have occurred
during safety demonstrations or when one officer is showing a firearm
to another.

d. Firearm Malfunctions: Rarely, a firearm malfunction can lead to an
unintended discharge.

e. Lockers & Storage Areas: Accidents can also happen in areas where
officers store or retrieve their weapons.

13.Critical Procedural Mistakes. In a police station, human accidental risk can
have higher consequences than typically occur in ordinary business
environments. An unfinished critical task can be urgently interrupted. A small
mistake in labelling, boxing or bagging, storing and moving pieces of evidence
can have grave repercussions. The human memory of any individual involved
may be insufficient to determine what actually occurred and what can be done
to mitigate the resulting impacts.
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14.Poor Exterior Surveillance Coverage. The frame rate and other settings for
recordings do not appear to be set up correctly. There are blind spots the
cameras do not cover. The quality of the video resolution is insufficient. The
risk of parking lot vehicle accidents as well as risks to officers from hostile
individuals warrant High Detail quality video surveillance.

a.

Most of the police officers park their personal vehicles along the
cinderblock wall that separates the public parking lot from the residential
homes. That makes the quality of that area’s video highly important.

The recording frame rates do not appear to be set up correctly. A police
employee shared: There are examples of Individuals, whom they know
ran from the PD station or through the parking lot, seemed to “disappear”
or the video is “very jerky” (a person appears to jump from one point to
the next rather than walking at a “normal speed or gait”).

The large pillars at the front of the PD and City Hall block the camera
views to the areas between the exterior walls/windows/doors and the
pillars. The cameras do not cover the entire front side of the PD and City
Hall.

The various camera views of the parking lot are of poor quality,
especially the extreme northeast and southwest areas, some parts of
which have no coverage at all.

The door at the bottom of the steep ramp that leads from the parking lot
to the lower floor of the station (outside of the firing range) needs
coverage for the door itself and for the ramp.

Image quality is too poor to discern important elements such as
individual facial features, clothing and other descriptive features. Video
of pedestrians walking through the remote areas of the lot are too poor
to be of use.

The make/model/type, color(s), license plates, and other vehicle
descriptive information that would be useful for police to have is not
visible or verifiable from the one camera that “monitors” this parking lot.

There are no camera views of the Library parking lot north of the PD
station. As noted earlier, this area is frequently used by homeless to park
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their personal vehicles to either “hang out” or while they are using the
Library restrooms and other areas to loiter and stay out of the inclement
weather.

15.Poor Interior Surveillance Coverage. The quality of the video resolution is
insufficient as high detail coverage is required for nearly all interior cameras.
In addition to the risks from hostilities of incarcerated individuals or from a
possible attack at the station from disgruntled or mentally/emotionally unstable
individuals, there are also human accidental risks such as firearm accidental
discharge, and critical procedural mistakes. Thus, High Detail quality
surveillance is needed that covers 100% of the police stations areas from at
least two different angles. Evidence areas in particular require the ability to view
activity from multiple angles.

16.Lower Level Door Has Open Ramp Vulnerability. The door at the bottom of
the steep ramp that leads from the parking lot to the lower floor of the station
(outside of the firing range) has no physical protection. Non-Police/City vehicles
can drive down the ramp and crash into the door/side of the building. If this
were to happen, it could create a breach point for-an individual with nefarious
intentions to enter the building.

17.Not All Perimeter Doors Are Monitored. All perimeter doors require
monitoring through the access control system.

18.Station Physical Security Policies and Procedures. The Police Department
currently lacks specific policies and procedures addressing station physical
security, encompassing aspects such as:

a. Access Control: Methods and protocols to regulate building entry as well
as to ensure safe entry into a potentially risky area.

b. Duress Devices: Duress buttons or other devices to initiate silent duress
alarm signaling.

c. Video Surveillance: Configuration, management and operation of
surveillance cameras for both real time situation response and after-the-
fact video investigative review, with sufficient technical and procedural
privacy protections in place.
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d. Physical Barriers: Consideration for bollards, barriers, fencing and other
protective measures.

e. Protective Windows: Use of ballistic-rated or shatter-resistant window
glazing.

f. Protective Doors, Walls and Panels: Use of ballistic-rated or attack-
resistant material at service counters and doors into high traffic areas
and areas where potential violence may erupt.

g. Operational Concerns: These are questions regarding personnel safety.

1) The designation of the PD lobby as the sole entry point. Is there
a need to shift this to a different entrance due to staff safety
concerns?

2) Ensuring that employees maintain situational awareness to
prevent unauthorized individuals from following them from the
lobby into restricted PD areas.

3) The potential risks associated with staff members exiting into the
lobby from the inner hallway without awareness of possible
dangerous situations in progress.

H. Senior Center Risk Iltems

1. Outdated Alarm System Keypad. The building alarm system has a keypad
that is reported to be 14 years old, and although still functional, it is outdated
in the sense that the keypad sometimes misses a keypress or counts a single
keypress as two keypresses. Because there is a timing constraint on entering
a correct code, failure to make a correct entry quick enough will generate an
alarm, resulting in a police officer dispatch to the Center, which has happened.
The keypad should be replaced with a modern keypad unit, as the modern
technology has more stable keypad functionality.

2. No Electronic Physical Access Control.

a. Entry/Exit Doors. All six main/employee/telecom entry doors do not
have card access control.
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b. Exit Only Doors. Exit Only perimeter doors are not monitored.

c. Transition Doors. Doors used for travel between interior and exterior
spaces are not monitored.

3. Three Cameras Have Poor Nighttime Video. Nighttime video for the Entry
Lobby, Galleria and East Patio is poor to unusable while daytime video is very
good. Nighttime video is only needed if there is activity in those areas. Use
motion-activated lighting to provide usable video.

4. Only One Camera for Parking Video. The parking on all three sides of the
building requires video coverage.

5. A Few Critical Internal Areas Lack Video Coverage. There is no video
coverage of the internal portion of the reception area and behind it to include
the entrance areas for the offices. Additionally, the Galleria is covered from
only one direction.

6. South Parking Lot Low Nighttime Lighting. The southeast corner of the
south parking lot has its street lighting obscured by large trees. A nefarious
person could hide behind a tree trunk or in a shadowed area to rob a staff
member or event goer or steal a vehicle. More importantly, such as possibility,
although more unlikely than likely, makes staff (per staff comments) and
evening event goers feel unsafe. Lighting was recently upgraded to LED
lighting, and some staff reported expecting the lighting levels to be noticeably
increased, which they were not.

7. Known Homeless Individual Has Commandeered a Covered Entryway. A
female homeless individual who is known to facility and maintenance staff has
commandeered the southeast corner entry alcove to sleep each night and
store her blankets there, plus clothing and other personal items in a bag. The
action is sanctioned by California law and she cannot be interfered with, even
though she urinates and defecates on the walls, as opposed to in the nearby
shrubbery area or elsewhere.

Some homelessness individuals, including those under the influence of
alcohol and/or drugs, pose a risk of disease, property defacement, disruption
of City services and public activities, and assault to City personnel and citizens
involved in City activities. Homelessness is both changing landscape and a
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growing problem that is difficult if not impossible to address strategically.
Tactically, it is being addressed on an ad hoc basis depending on its impact to
City facilities. Tracking its impact on City facilities requires adequate video
coverage to accurately monitor the ongoing impacts and any changes or
trends. The growing capabilities of Al-enabled video content analysis and
automated responses will be an important factor in assisting the City to deal
with this problem.

4.5 Risk Items Ratings

Table 12 below presents the risk ratings for the risk items described above. The method
of rating risk levels is explained on starting on page 17 in Table 6, Table 7 and Table 8.

Table 12. Risk Item Ratings

Likelihood

Iltem of Risk Severity Risk

ID Name Event of Impact | Rating

General Risk Items
A.1l. |No Video Signage Likely Low Low
A.2. [No Documented Security Program Likely Moderate | Medium
City Council Chamber

B.1. |Hostile Individuals Highly Likely| Critical

B.2. |Video Confined to Council Chamber Building Highly Likely| Critical

B.3. |More Complete Video Coverage Needed Likely Moderate | Medium
B.4. Wide Dynamic Range Cameras Needed for Likely Moderate | Medium

Balcony Areas

B.5. |No Security Video In the Council Chamber Room Likely Moderate

B.6. |[No Formal Evacuation Planning Likely Moderate

B.7. |No Established Safe Room Highly Likely| Critical

B.8. |Not All Perimeter Doors Are Monitored Unlikely Moderate | Medium
B.9. |Single Duress Button Only Unlikely Moderate | Medium
B.10 |Lower Level Insufficient Lighting Likely Low Medium
B.11 UnconFroIIed/Unmonitored Access Below the Unlikely Critical Medium

Council Chamber
B.12. |Homeless Misuse of the Facility Highly Likely Low Medium
City Hall
C.1. |Insufficient Police Access. Unlikely Critical Medium
C.2. |Vulnerable Key Ring Unlikely Low Low
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Likelihood
Iltem of Risk Severity Risk
ID Name Event of Impact Rating
C.3. [No Duress Button in Multi-Use Conference Room Likely Critical
C.4. |Some Perimeter Doors Have No Video Coverage Likely Low Low
C.5. |Insufficient Video Coverage in Administration Likely Moderate | Medium
C.6. |Not All Perimeter Doors Are Monitored Unlikely Moderate | Medium
Community Center
D.1. [No Video Coverage of Parking Areas Likely Moderate | Medium
D.2. |Useless Nighttime Video Likely Moderate | Medium
D.3. |No Physical Access Control Likely Moderate | Medium
Lexington Park
E.1. |Insufficient Video Coverage Likely Moderate | Medium
E.2. |Easy Sports Field Unauthorized Vehicle Access | Highly Likely | Moderate _
E.3. |Homeless and Other Park Misuse Highly Likely Low Medium
E.4. INo Remote Ability to Address Park Occupants Likely Low Low
E5 No foige Physical Access Control or Door Likely Moderate | Medium
Monitoring
Maintenance Yard
F.1. |Yard Accidents May Not Have Video Coverage Likely Low Low
F.2. |Video Resolution Too Low Likely Low Low
No Video Surveillance for Stored Police .
F.3. Evidentiary Vehicles Likely Low Low
F.4. |Useless Nighttime Video Likely Low Low
Front Office and Front Door Camera Images .
F.5. Fade Due to Sunlight ’ Likely Low Low
F.6. |Not All Doors Are Monitored Likely Moderate | Medium
Police Department
G.1. [No Remote Lobby Lockdown Likely Critical
G.2. |Blind Internal Entry into Lobby Likely Critical
G.3. |Lobby Video Blind Spots Likely Critical
G.4. |[No Restroom Occupancy Indicator Likely Critical
G.5. [No Duress Device in the Jail Area Likely Critical
G.6. g:gw:;;goﬁgfeurtﬁ;nzztmg of Ballistic Glass Unlikely Critical Medium
G.7. |Perimeter Door to Parking Lot is Not Secured Unlikely Critical Medium
G.8. |Firearm Range Keypads not Working Unlikely Critical Medium
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Likelihood
Iltem of Risk Severity Risk
ID Name Event of Impact Rating
GO, Parkir.lg Lot E!ectric Rolling Gates Are Not Likely Critical
Effective Barriers
G.10.|No Secured Parking for Police Officers and Staff Likely Critical
G.11.|Parking Lot Vehicle Accidents Likely Critical
G.12.|Firearm Accidental Discharge Unlikely Critical
G.13.|Critical Procedural Mistakes Likely Critical
G.14.|Poor Exterior Surveillance Coverage Likely | Moderate
G.15.|Poor Internal Surveillance Coverage Highly Likely| Ciritical
G.16.|Lower Level Door Has Open Ramp Vulnerability Unlikely Critical Medium
G.17 [Not All Perimeter Doors Are Monitored Unlikely Critical Medium
G.18 Phys.ical Security Policies and Procedures Likely Moderate | Medium
Lacking
Senior Center
H.1. |Outdated Alarm System Keypad Likely Low Low
H.2. [No Electronic Physical Access Control Unlikely Moderate | Medium
H.3. |Three Cameras Have Poor Nighttime Video Likely Low Low
H.4. |Only One Camera for Parking Video Likely Moderate | Medium
H.5. |A Few Critical Areas Lack Video Coverage Likely Moderate | Medium
H.6. |South Parking Lot Low Nighttime Lighting Likely Moderate | Medium
H7 Known Homeless Individual Has Commandeered Highly Likely Low Low
a Covered Entryway
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5.1

5.2

SECTION 5.0 - RECOMMENDATIONS

Introduction

This Security System Master Plan focuses primarily on electronic physical security
measures. Because the effective utilization of electronic physical security technology
requires operational (people and process) and physical elements, those factors are
included when they pertain to the effective use of the existing and recommended
electronic physical security technology.

Recommendation Data Format. Many of the recommendations for physical security
elements and technical/electronic security elements apply to more than one facility
and to more than one risk item. Sometimes it takes a combination of security
measures, not just one, to reduce a risk to acceptable levels. This is the case, for
example, with the Police Station lobby. Each recommendation identified the risk
item(s) to which it applies.

Operational Security Elements

The City itself and the Police Station each have one operational security
recommendation.

A. City-Wide
1. Develop a Documented City Physical Security Program

Risk Item: A.2.

The City has many good security operational elements already in place, but to
ensure their continuance and effectiveness, and give the City the ability to
build on them, they must be documented, and their operational roles and
responsibilities assigned to specific individuals.
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B. Police Station

1. Develop station physical security policies and procedures.
Risk Item: G.18.

The Police Station has a specific need for detailed physical security policies
and procedures due to the number of high level risks that exist for the Police
Station and its sworn and non-sworn personnel.

a. Access Control

Define methods and protocols to regulate building entry as well as to
ensure safe entry into an area within the station that has an active threat
situation.

b. Duress Situations

Develop policies and procedures for ensuring that duress alarm
notifications go to appropriate personnel given the nature of the
situation.

c. Establish Multiple EOC Locations

Identify alternate EOC locations in case the primary EOC location is in
use, such as the IT/AV room in the Council Chamber building. See that
two or more EOCs can be operated simultaneously in the case of
simultaneous incident occurrence.

d. Video Evidence

Develop policies and procedures to assure data privacy for live video
sharing and for use and sharing of recorded video. That should include
an Acceptable Video Use policy. Ensure the integrity of video evidence
by understanding and applying the watermarking and encryption
capabilities of the current and soon-to-be upgraded video surveillance
system.

Security System Master Plan Page 52 November 2023

SECURITY SENSITIVE INFORMATION — DO NOT PHOTOCOPY.
THIS INFORMATION IS PROTECTED AGAINST DISCLOSURE.



City of Cypress, California
Security System Master Plan

e. Evaluate the Use of Station Entry Points

Determine if the PD lobby should continue to be designated as the
primary entry point. Consider whether staff entry be shifted to a different
entrance for the sake of staff safety.

f. Develop Evacuation Plans for All Facilities

Develop Evacuation Plans for All Facilities, including annual drilling. For
Police and City Hall, perform actual evacuation drills. For the remaining
facilities, use table-top drilling exercises because it's not feasible to
perform actual evacuations drills given the nature of the facility use, and
the fact that park-goers and event-attendees must be accounted for by
simulation because they won'’t be physically present.

5.3 Physical Security Elements
A. City-Wide
1. Post Video Surveillance Notices at All Facilities
2. Risk Item: A.1.

3. Post signage at facility grounds and building entryways that state: “Video
Surveillance in Use.” California doesn't explicitly require the posting of signage
that video surveillance is in use, but doing so helps comply with other laws and
common expectations. The “reasonable expectation” of privacy is key to legal
compliance in SO many scenarios.

B. City Council Chamber

1. Improve the Night Lighting
Risk Item: B.7.

Ensure that the entirety of the outdoor lower level under the Council Chamber
room is lit brightly enough that people won’t feel unsafe because of the low
lighting. This is a CPTED factor.
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2. Consider Fencing In the Lower Level
Risk Item: B.8.

The police recommend that the Council Chamber building lower level be
fenced in. Ideally this would be done in a way that fits the aesthetics of the
building and its grounds. Fencing would help address both the homeless
misuse of the facility. It would also provide a physical means to restrict access
during non-use hours and during events where threat actors may want to
target the building with a real or fake improvised explosive device from under
the building. This is a CPTED factor.

3. Configure the IT/AV Room for Use as a Safe Room
Risk Item: B.5.

Upgrade the furniture and rearrange the room contents so that it can be used
as a safe room. Replace the door that opens into the Council Chamber room
with a door that that has a Level 2 UL ballistic rating and secure door latching
mechanism suitable for electronic access control. Replace the exit door near
the restrooms with a door having a Level 2 UL ballistic rating.

C. City Hall

There are no physical security element recommendations.
D. Community Center

1. Establish Video Coverage for Parking Lot
Risk Item: D.1.

Provide camera coverage for the parking lot, which currently has no coverage.

2. Improve the Outdoor Nighttime Lighting
Risk Item: D.2.

Install motion-activated night-time lighting in the areas where cameras
currently do not provide useful video due to the low lighting levels at night.
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E. Lexington Park

1. Consider Additional Fencing
Risk Item: E.3.

The park is open on two sides, and is fenced in on the two sides adjoining the
race track property. Consider what fencing could be used to aesthetically close
the park to vehicle and pedestrian traffic after hours.

F. Maintenance Yard

There are no physical security element recommendations.

G. Police Department

Contrary to popular belief, it is not necessary to make sure every door and window
in the police station is hardened — this is neither practical nor cost effective.
Instead, focus attention on heavy traffic areas within the station like entrances,
transaction windows, the lobby, and other main access points. Securing these
areas with bulletproof glass, frames, and ballistic doors will go a long way to
keeping the people inside the police station safe. Attention must also be given to
establishing situational awareness, so that when there is the risk of a violent
incident appears personnel cannot unknowingly walk right into the situation
becoming part of it, potentially causing it to escalate into active violence.

1. Use the Appropriate Ballistic Protection Level
Risk Item:

Ensuring the bulletproof glass element is the appropriate UL security level the
Police Department should have is important. However, a common
assumption is that since a police station is a high traffic building that could be
a magnet for crime that they will need a higher rated pane of glass. The main
goal of installing ballistic glass, besides the obvious safety purpose, is to be a
deterrent. Some agencies have requested level 5 or higher UL rated glass.
That level of security is really only required for government buildings,
embassies, and other critical facilities. A Level 3 rating is appropriate and cost-
effective. A plain language description of the UL 752 ballistic levels follows.
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List 1. UL 752 Ballistic Levels

Level 1:
Level 2:
Level 3:
Level 4:
Level 5:

Level 6:

Level 7:

Level 8:

Stops bullets from a common handgun, like a 9mm.

Stops bullets from a more powerful handgun, like a .357 Magnum.
Can stop even stronger handgun bullets, like from a .44 Magnum.
Stops bullets from a basic hunting rifle.

Protects against military rifle bullets, like from an AK-47.

Like Level 1, but it can stop a quick series of 9mm handgun bullets
close together.

Stops bullets from a high-speed rifle, like the type some military
forces use.

Similar to Level 5 but offers higher protection against those military
rifle bullets.

2. Replace Current Walls and Fencing with Taller, Stronger Walls

Risk Item: G.10.

Enclose police vehicle parking areas with eight foot or taller cement filled,
cinderblock wall.

3. Extend Secure Parking to Sworn Officers Personal Vehicles

Risk ltem: G.10.

In conjunction with replacing current walls and fencing with taller, stronger
walls: Extend north the lower level parking lot where the department parks its
police vehicles to add several parking spaces for sworn police officers to park
their personally owned vehicles in a secure area.

H. Senior Center

1. Improve the South Parking Lot Lighting

Risk Item: H.2.

Install additional lighting for the east end of the south parking lot so that
dark areas where assailants could hide are well illuminated.
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5.4 Technical / Electronic Physical Security Elements
A. There are no General Risk Item electronic physical security system elements.
B. City Council Chamber

1. Use Appropriate High Quality Video
Risk Items: B.1., B.3, B.10, B.11

Due to the variety of high risk activities taking place in the Council Chamber
building and area, all outdoor cameras should have Forensic Use quality
video, and all indoor cameras should have High Detail quality video. The
Council Chamber stairwells and walkways should be covered from at least two
viewing angles.

2. Establish 100% Video Coverage
Risk Iltems: B.1., B.3, B.5., B. 10, B.11.

Develop a camera layout for the Council Chamber that provides 100% video
coverage for the building interior, exterior and the immediate area around it.

3. Install Wide Dynamic Range Cameras on the Balcony

Risk Item: B.4.

For the east and west sides of the Chamber building balcony, upgrade the
cameras to models that have a very wide dynamic range, so that bright
sunlight does not degrade the video.

4. Give the Police access to Video
Risk Item: B.1., B.2.

Integrate the currently independent DVR. Include the cameras in the overall
video system utilized by the Police so that it will be available to first responders
and police live monitoring of potential risk activity disruption or hostile
individual or group actions. Provide individual camera view labeling for the
eight existing cameras. Currently they are all labeled “IPC.” This requires
recommendation
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5. Utilize Police Body Worn Cameras Inside The Chamber.
Risk Items: B.1., B.5, B.8.

Provide the Chief of Police and the Sergeant at Arms body worn cameras to
provide on-demand video coverage of activities requiring police active
response the Chamber. Ensure that the cameras meet these requirements:

a. Compatible with the existing Avigilon video management system.
b. Can transmit video in real time via WiFi.

c. Video can be turned on and off by the officer, to record only when
needed to be maximally respective of privacy.

d. Has programmable buttons, one of which can be programmed to work
as a duress button.

e. Can record at Full HD resolution.

6. Upgrade the Lower Level Lighting
Risk Item: B.1., B.9.

Upgrade the lower level lighting to eliminate dark areas where assailant’s
could hide.

7. Block Access to the Planter Areas
Risk Items: B.1., B.10., B.11.

In @ manner consistent with the aesthetics of the building, block off the planter
areas under the stairs to prevent malcontents from using the area as a hiding
place or staging area, and to prevent homeless from sleeping in the planters.

8. Add Electronic Access Control to the IT/AV Room
Risk Item: B.7.

Add electronic card access control and door status monitoring to the two doors
of the IT/AV Room to enable its use as a safe room.
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9.

Add door monitoring to unmonitored perimeter doors
Risk Item: B.8.

Add door status monitoring to the perimeter doors that are not monitored.

C. City Hall

1.

Provide all Police Officers with Card Access to the Building
Risk Item: C.1.

This is a no cost item that can be done immediately. In the access control
system, add the City Hall card readers to the access privileges of all sworn
officers.

Find a Secure Alternative Location for Key Ring.
Risk Item: C.2.

Find an alternative location for the Janitor’s key ring in storage/electrical room
that has an outside perimeter door.

Install Duress Button in Conference Room.
Risk Item: C.2.

Install a duress button in the Conference room just off the lobby.

Add Video Coverage to the Uncovered Perimeter Doors.
Risk Item: C.4.

Add external video coverage to the seven perimeter doors that have no
coverage.

Add Video Coverage to the Administration Areas.
Risk Item: C.5.

Add indoor cameras to cover the Administration hallway, Administration
counter, and the area behind the counter to cover the areas of interaction with
public. Ensure that there is camera coverage from the public side into the
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Administration area, and from the internal area looking at public on the public
side of the counter.

6. Add Door Monitoring to Unmonitored Perimeter Doors.
Risk Iltem: C.6.

Add door position switches and door monitoring to unmonitored perimeter
doors.

D. Community Center

1. Provide Parking Lot camera Coverage
Risk Item: D.1.

Provide camera coverage for the parking lot, which currently has no coverage.

2. Upgrade Nighttime Outdoor Lighting
Risk Item: D.2.

Nighttime video for five of the cameras is unusable. Upgrade the lighting
and/or replace the cameras with units that have modern low light and nighttime
visibility features.

3. Add Electronic Physical Access Control.
Risk Iltem: D.2.

Add these electronic physical access control elements:
a. Add card readers to the four main/employee entry doors.
b. Add monitoring to the doors marked Exit Only.

c. Add monitoring to the doors used for travel between interior and exterior
spaces.

E. Lexington Park

1. Establish Forensic Use Video Coverage From at Least Two Directions
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Risk Item: E.1.

Design and implement additional fixed high-resolution camera coverage so
that the entire park has Forensic Use quality video from at least two opposing
angles.

2. Address Unauthorized Vehicle Access to the Sports Fields
Risk Item: E.2.

Install a high resolution camera to cover the south end of the east parking lot
(near the basketball court) where vehicles can drive onto the sports field. Use
video analytics to determine when a car or truck crosses onto the field, and
establish alerting to police for such an event.

3. Implement ALPR Cameras at the Vehicle Entry/Exit Points
Risk ltems: E.1., E.3.

Install automated license plate reader technology at park’s entry/exit points.
Utilize the Flock Safety camera system because it captures license plates and
vehicle characteristics. It allows searching based on the vehicles color and
other features. Install the cameras using more sturdy poles than the ones
provided by default for the cameras.

4. Install Pan-Tilt-Zoom (PTZ) Cameras
Risk Iltems: E.1., E.3.

Pan-Tilt-Zoom (PTZ) cameras should be installed to give police and
maintenance the ability to zoom into any area in the park for full situational
awareness and real-time incident evaluation capability. They should include
synchronized LED spotlights to more fully illuminate the area being closely
viewed in the dark hours.

5. Install Remotely Accessible Networked Loudspeakers
Risk Items: E.3., E.4.

Install networked loudspeakers that can be accessed remotely by police to
provide “talk down” capability.
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6. Add Electronic Physical Access Control to the Office Room
Risk Item: E.5.

Add a card reader and control equipment for physical access control. All doors
and the small office window require monitoring.

F. Maintenance Yard

1. Establish 100% Video Coverage of the Maintenance Yard
Risk Items: F.1, F.2.

Establish 100% video coverage of the Maintenance Yard with Forensic Use
video quality or better, Include the front parking area and entrance driveway.

2. Upgrade Camera Resolution
Risk Items: F.1, F.2., F.3., F.4.

Replace all the outdoor cameras with higher resolution cameras having Wide
Dynamic Range (WDR) capability. Currently no vehicle license plates are
readable in the outdoor cameras.

3. Upgrade Front Office and Front Door Cameras
Risk Item: F.5.

Replace the Front Office and Front Door cameras with higher resolution
cameras that has Wide Dynamic Range (WDR) capability. Currently the video
is poor at various times of day due to incoming sunlight.

4. Add Monitoring to Unmonitored Perimeter Doors
Risk Item: F.5.
Add these electronic physical access control elements:
a. Add monitoring to the doors marked Exit Only.
b. Add monitoring to the doors used for travel between interior and exterior

spaces.
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c. Add monitoring to the roll-up overhead doors.
G. Police Department

1. Establish Remote Lobby Lockdown Capability
Risk Item: G.1.

Establish the ability to for officers not in the lobby counter area to remotely
lock down the lobby doors in case the officer(s) at the counter are not able to.

2. Eliminate Blind Entry Into Lobby
Risk Item: G.2.

Install small overhead display monitors at the internal side of the station door
into the lobby, so that officers can observe the lobby activity before going
through the door. Install a red light indicator near the display monitor that will
activate when the lobby counter duress button is pressed. Ideally, this would
be an internal integration not dependent upon the alarm station response to
the button.

3. Install Additional Cameras in Lobby
Risk Item: G.3.

Install a camera across from the wall bench seats next to the restroom door,
to provide a useful view of the bench area and its occupants. Install additional
cameras as needed to ensure that the reception area has coverage from
several points of view: from the reception out into the lobby, an overhead view
of the lobby, and from the door into the lobby including the reception counter.

4. Install a Restroom Occupancy Detector
Risk Item: G.4.

Install a highly accurate non-video occupancy sensor system, with a lobby
visual indicator at the restroom door and an indicator inside the reception
counter room. There are radar-based sensors that use breathing and
heartbeat detection to provide accurate occupancy status.
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5. Add Duress Devices in Jail Area
Risk Item: G.5.
Follow through to ensure that the jail area duress devices are installed as
needed. There should be one on the wall at shoulder height, and one on the
wall about a foot above the floor.

6. Correct the Faulty Perimeter Door Latching
Risk Item: G.7.
Correct the door near the stairwell that leads into the upper ramp parking. The
door strike hardware is not the correct type, and it’s easy to open the door from
the outside using a small screwdriver or even a typical house key.

7. Replace the Non-Working Firing Range Keypads
Risk Item: G.8.
Replace the non-working keypads with working keypads, and validate or
replace the access controller for the keypads.

8. Ensure New Rolling Gates Meet Actual Requirements
Risk Iltem: G.9., G.10.
Ensure that the new rolling gates meet the actual requirements to minimize
the possibility of vehicle or pedestrian tailgating, and that the gates are tall
enough to prevent easily climbing over them. Account the recommended
replacement of parking lot walls and fencing.

9. Develop and Implement a New Camera Layout
Risk Items: G.12, G.13., G.14., G.15.
The new camera layout must account for the video quality required for each
internal and external area of coverage. Nearly all the existing cameras’ images
don’t have sufficient resolution. Outdoor cameras must achieve Forensic
Value video throughout their entire field of view. Internal cameras require High
Detail quality video. Very few of the internal cameras achieve that.
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10.

11

12.

Ensure that all perimeter doors are covered, outside and inside.

Provide 100% coverage from at least two viewing angles for the gated police
parking. A SWAT vehicle was broken into recently, and the incident had no
video coverage.

Implement ALPR Cameras at the Civic Center parking Vehicle Entry/Exit
Points

Risk Items: G.10.

Install automated license plate reader technology at the Civic Center overall
parking lot vehicle entry/exit points. Utilize the Flock Safety camera system
because it captures license plates and vehicle characteristics. It allows
searching based on the vehicles color and other features. Install the cameras
using more sturdy poles than the ones provided by default for the cameras.

.Provide PTZ Coverage and PTZ LED Spotlights for the Parking Lots

Risk Items: G.13., G.14.

Pair cameras and LED spotlights with synchronization between them so that
the LED spotlights track with the fields of view of the PTZ cameras to more
fully illuminate areas being closely viewed in the dark hours.

Include overridable motion-detection based activation of the PTZ/spotlight
pairs.

Install Networked Loudspeakers for the Police Parking Lots

Risk Item: G.10.

Install Networked Loudspeakers and provide talk down capability through the
Avigilon security system software. Ensure that operator capabilities are
configured so that it's feasible to perform talk down and manipulate a PTZ
camera at the same time.

13.Consider Installing Bollards for Lower Level Ramp

Risk Item: G.16.

Security System Master Plan Page 65 November 2023

SECURITY SENSITIVE INFORMATION — DO NOT PHOTOCOPY.
THIS INFORMATION IS PROTECTED AGAINST DISCLOSURE.



City of Cypress, California
Security System Master Plan

Consider placing removable bollards at the top of the ramp so non-Police/City
vehicles cannot drive down the ramp and crash into the door and side of the
building.

14.Add Door Monitoring to unmonitored perimeter doors.

Risk Item: G.17.

Add door monitoring to the unmonitored perimeter doors.
H. Senior Center

1. Replace Alarm System Keypad
Risk Item: H.1.

Replace the existing intrusion alarm system keypad with a modern one to
eliminate the existing risk of faulty number pad entries due to its 14-year-old
technology.

2. Add Electronic Physical Access Control.
Risk Iltem: H.2.

Add electronic physical access control:
a. Add readers to all main/employee/telecom entry doors (6)

b. Add door position switch to doors marked as Exit Only to monitor the
door status.

c. Add door position switch to doors used for travel between interior and
exterior spaces to monitor the door status.

3. Provide Lighting for Three Outdoor Cameras
Risk Item: H.3.

Nighttime video for the Entry Lobby, Galleria and East Patio area is poor to
unusable while daytime video is very good. Nighttime video is only needed if
there is activity in those areas. Install motion-activated lighting to provide
usable nighttime video.
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4. Provide Video Coverage for All Parking Areas

Risk Item: H.4., H.7.

Provide video camera coverage for the parking lot areas on the north, west
and south sides of the building. Ensure that the coverage includes the edge of
the parking area at the building entryway where the homeless person sleeps.

5. Expand Internal Camera Coverage

Risk Item: H.5.

Expand the camera coverage to include the internal portion of the reception
area and behind it to include the entrance areas for the offices. Provide an
additional camera to cover the Galleria from an angle opposite the existing
Galleria camera.

5.5 Findings and Recommendations Cross-Reference Table

The purpose of this cross-reference table is to provide a single location in the
document to see all the recommendations relating to a specific risk item.

Table 13. Risk Items Cross-Reference to Recommendations

Risk Item ID |Name Recommendation IDs
A.l No Video Signage 53-A.1.
A.2 No Documented Security Program 52-A1.
54-B.1.,54-B.2,
B.1. Hostile Individuals 54-B4.,54-B.S5,,

54-B.6.,54-B.7.

Video Confined to Council Chamber

B.2. Building 5.4-B.4.
B.3. More Complete Video Coverage Needed |5.4 - B.2.
B.4. Wide Dynamic Range Cameras Needed 54_B3.
for Balcony Areas
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Risk Item ID |Name Recommendation IDs
No Security Video In the Council
B.5. Chamber Room 5.4 -B.5.
B.6. No Formal Evacuation Planning 5.2-B.1.
B.7. No Established Safe Room 53-B4
B.8. Not All Perimeter Doors Are Monitored 54-B.9
B.9. Single Duress Button Only 5.4-B.5.
B.10 Insufficient Night Lighting 5.3-B.2.
\ 5.3-B.2.,5.4-B.1.,
B.11 gﬂzﬂgreorlled Access Below Council 54_B2. 54—B.A4.
54-B.6.,54-B.7.
5.3-B.2.,,54-B.1.,
B.12. Homeless Misuse of the Facility 54-B.2.,54-B.4.,
54-B.6.,54-B.7.
C.1. Insufficient Police Access 54-C.1.
c.2. Vulnerable Key Ring 54-C.2
ca. No Duress Button in Multi-Use 54_C3.
Conference Room
ca. Some Perimeter Doors Have No Video 54_C3.
Coverage
Co. Insuf_ﬂqent _V|deo Coverage in 54_C5.
Administration
C.6. Not All Perimeter Doors Are Monitored 54 —-C.6.
D.1. No Video Coverage of Parking Areas 54-D.1.
D.2. Useless Nighttime Video 54-D.2.
E.1. Insufficient Video Coverage 5.4-E.1.
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Risk Item ID |Name Recommendation IDs

Eo ig(s;)e/szports Field Unauthorized Vehicle 54_ED2

E.3. Homeless and Other Park Misuse gj ~ Ei gj B Eg
Ea ggcﬁzjg;nritse Ability to Address Park 54_E5

E5 |\an r(]?tfcf)ircirci;hysical Access Control or Door 54_E6.

E1 Yard Accidents May Not Have Video 54_F.1,54-F.2.

Coverage

F.2. Video Resolution Too Low 54 -F.2.

F.3, E\?i(;/ei?]‘;gs‘g‘e’ﬁ:gf‘ensce for Stored Police. |5 4 _F1. 54-Fo2.
F.4. Useless Nighttime Video 54-F.2.

F.6. Not All Doors Are Monitored 54-F.A4.

G.1 No Remote Lobby Lockdown 54-G.1.

G.2. Blind Internal Entry into Lobby 54-G.2.

G.3. Lobby Video Blind Spots 54-G.3.

G.4. No Restroom Occupancy Indicator 54-G.4.

G.5. No Duress Device in the Jail Area 54-G.5.

Go. |gueerany Mheut L Ralng s Balllc -1

G.7. gz;ilr;:z;er Door to Parking Lot is Not 54— G.6.
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Risk Item ID |Name Recommendation IDs
G.8. Firearm Range Keypads not Working 5.4-G.7.
G.o. Parqug Lot E!ectrlc Rolling Gates Are Not 54—_G.8.
Effective Barriers
, . , 53-G.2,,5.3-G.3,
G.10. l;lrc])dss?t(;l;fred Parking for Police Officers 54-G.9. 54—G.10.
54-G.11.,54-G.12.
G.11. Parking Lot Vehicle Accidents 53-G.3,,54-G.9
G.12. Firearm Accidental Discharge 54-G.9.
" . 54-G.9.,54-G.10,,
G.13. Critical Procedural Mistakes 54_G11.
G.14. Poor Exterior Surveillance Coverage 54 -G.9.
G.15. Poor Internal Surveillance Coverage G.3, G.9.
G.16. Lower Le_v_el Door Has Open Ramp 52-B1.54—G.0.
Vulnerability
G.17. Not All Perimeter Doors Are Monitored 54-G.14.
G.18: Physical Securlty_ Policies and 54_G12.
Procedures Lacking
H.1. Outdated Alarm System Keypad 5.4 —-H.1.
H.2. No Electronic Physical Access Control 5.4 —-H.2.
H.3. T_hree Cameras Have Poor Nighttime 54_H3.
Video
H.4. Only One Camera for Parking Video 5.4 -H.4.
H5. A Few Critical Areas Lack Video 54_H5,
Coverage
H.6. South Parking Lot Low Nighttime Lighting |5.3 — H.1.
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Risk Item ID |Name Recommendation IDs
Known Homeless Individual Has
H.7. Commandeered a Covered Entryway 54-H4.
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SECTION 6.0 - ROUGH ORDER OF MAGNITUDE

(ROM) COST ESTIMATES

6.1 ROM Cost Estimates

A.

ROM Cost Estimate. A Rough Order of Magnitude cost estimate is a preliminary
estimate that provides a ballpark figure for the cost of a project. Itis used in early
project phases to provide stakeholders and decision-makers with a general sense
of the potential project cost involved when detailed information is not yet available.

Level of Accuracy. ROM estimates are typically broad. This ROM cost estimate
has a general accuracy range of -25% to +50%. This means, for example, that for
a ROM estimate of $100,000 for a project, the actual cost could potentially be as
low as $75,000 or as high as $150,000. Neither the bottom nor the top of the
accuracy range is guaranteed to be a minimum or maximum cost. Per the City’s
budget estimating practice, amounts have been rounded off to the nearest $5,000.

Summary Listing. A summary of ROM Costs is provided that includes not only
the electronic physical security system elements, but also any physical security
elements that are independent of the electronic physical security system. Note
that the summary listing does not include the Conduit & Power, Cable and
Painting/Patching/Miscellaneous cost estimates, which are included in the
individual facility listings.

Individual Facility Listings. Individual facility ROM cost estimate listings are for
electronic physical security system items. A combined estimate is provided for the
City Hall and Council Chambers estimates. Individual estimates are provided for
the remainder of the facilities: Community Center, Lexington Park, Maintenance
Yard, Police Department, and Senior Center. Note that Conduit & Power, Cable
and Painting/Patching/Miscellaneous cost estimates are included in the individual
facility listings.
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6.2 Summary of ROM Cost Estimates

PHYSICAL ELECTRONIC
Automated
License Electronic
Vehicle Plate Access Video
FACILITY Signage Fencing Gates | Barriers | Recognition | Control | Surveillance | SITE COSTS
Cit‘g::"ﬁ{gzr“s“c” %0 $0 $0 $0 $50,000 | $45,000 | $195,000 | $290,000
Community Center S0 S0 S0 S0 SO $45,000 $145,000 $190,000
Lexington Park S0 $75,000 SO SO $50,000 $30,000 $75,000 $230,000
Maintenance Yard SO SO SO SO S0 $60,000 $250,000 $310,000
Police Department S0 SO SO SO $70,000 $45,000 $480,000 $595,000
Senior Center SO SO SO SO SO $25,000 $230,000 $255,000
$0 $75,000 | $0 $0 $170,000 | $250,000 | $1,375,000 | $1,870,000
6.3 City Hall/Council Chambers
ITEM DESCRIPTION COST
ACCESS CONTROL SYSTEM Controllers, Card Readers, Alarm Devices, Power Supplies. $45,000
Video Cameras, Encoders, Decoders, Monitors, Servers,
NETWORK DIGITAL VIDEO SYSTEM Workstations, Video Storage Sub-system, Consoles, Fiber $200,000
Optic Cable & Interfaces, Cable, Installation.
LICENSE PLATE RECOGNITION LPR cameras, Software, Mobile App, Mobile Devices $50,000
DOOR HARDWARE S0
INTERCOM SYSTEM $0
FENCING Not costed as is a recommendation for future consideration $0
NETWORK EQUIPMENT S0
CONDUIT & POWER Conduit, Backboxes and Rough-in. $30,000
SITE INFRASTRUCTURE/CIVIL WORK $0
CABLE $10,000
SUBTOTAL $330,000
PAINTING/PATCHING/MISC. $5,000
GRAND TOTAL SECURITY BUDGET $335,000
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6.4 Community Center

ITEM DESCRIPTION COST
ACCESS CONTROL SYSTEM Controllers, Card Readers, Alarm Devices, Power Supplies. $45,000
Video Cameras, Encoders, Decoders, Monitors, Servers,
NETWORK DIGITAL VIDEO SYSTEM Workstations, Video Storage Sub-system, Consoles, Fiber $145,000
Optic Cable & Interfaces, Cable, Installation.
LICENSE PLATE RECOGNITION S0
DOOR HARDWARE S0
INTERCOM SYSTEM $0
FENCING S0
NETWORK EQUIPMENT S0
CONDUIT & POWER Conduit, Backboxes and Rough-in. $20,000
SITE INFRASTRUCTURE/CIVIL WORK $0
CABLE $10,000
SUBTOTAL $220,000
PAINTING/PATCHING/MISC. $5,000
GRAND TOTAL SECURITY BUDGET $225,000
6.5 Lexington Park
ITEM DESCRIPTION COST
ACCESS CONTROL SYSTEM Controllers, Card Readers, Alarm Devices, Power Supplies. $30,000
Video Cameras, Encoders, Decoders, Monitors, Servers,
NETWORK DIGITAL VIDEO SYSTEM Workstations, Video Storage Sub-system, Consoles, Fiber $75,000
Optic Cable & Interfaces, Cable, Installation.
LICENSE PLATE RECOGNITION LPR cameras, Software, Mobile App, Mobile Devices $50,000
DOOR HARDWARE S0
INTERCOM SYSTEM S0
FENCING 8’ chain link fence option consistent with but taller than existing $75,000
fencing on the east and south racetrack property lines
NETWORK EQUIPMENT $0
CONDUIT & POWER Conduit, Backboxes and Rough-in. $10,000
SITE INFRASTRUCTURE/CIVIL WORK $0
CABLE $5,000
SUBTOTAL $245,000
PAINTING/PATCHING/MISC. $5,000
GRAND TOTAL SECURITY BUDGET $250,000
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6.6 Maintenance Yard

ITEM DESCRIPTION COST
ACCESS CONTROL SYSTEM Controllers, Card Readers, Alarm Devices, Power Supplies. $60,000
Video Cameras, Encoders, Decoders, Monitors, Servers,
NETWORK DIGITAL VIDEO SYSTEM Workstations, Video Storage Sub-system, Consoles, Fiber $250,000
Optic Cable & Interfaces, Cable, Installation.
LICENSE PLATE RECOGNITION S0
DOOR HARDWARE S0
INTERCOM SYSTEM S0
FENCING $0
NETWORK EQUIPMENT S0
CONDUIT & POWER Conduit, Backboxes and Rough-in. $30,000
SITE INFRASTRUCTURE/CIVIL WORK S0
CABLE $10,000
SUBTOTAL $350,000
PAINTING/PATCHING/MISC. $5,000
GRAND TOTAL SECURITY BUDGET $355,000
6.7 Police Department
ITEM DESCRIPTION COST
ACCESS CONTROL SYSTEM Controllers, Card Readers, Alarm Devices, Power Supplies. $45,000
Video Cameras, Encoders, Decoders, Monitors, Servers,
NETWORK DIGITAL VIDEO SYSTEM Workstations, Video Storage Sub-system, Consoles, Fiber $480,000
Optic Cable & Interfaces, Cable, Installation.
LICENSE PLATE RECOGNITION LPR cameras, Software, Mobile App, Mobile Devices $70,000
DOOR HARDWARE $0
INTERCOM SYSTEM $0
FENCING S0
NETWORK EQUIPMENT $0
CONDUIT & POWER Conduit, Backboxes and Rough-in. $30,000
SITE INFRASTRUCTURE/CIVIL WORK S0
CABLE $10,000
SUBTOTAL $635,000
PAINTING/PATCHING/MISC. $5,000
GRAND TOTAL SECURITY BUDGET $640,000
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6.8 Senior Center

ITEM DESCRIPTION COST
ACCESS CONTROL SYSTEM Controllers, Card Readers, Alarm Devices, Power Supplies. $25,000
Video Cameras, Encoders, Decoders, Monitors, Servers,
NETWORK DIGITAL VIDEO SYSTEM Workstations, Video Storage Sub-system, Consoles, Fiber $230,000
Optic Cable & Interfaces, Cable, Installation.
LICENSE PLATE RECOGNITION S0
DOOR HARDWARE S0
INTERCOM SYSTEM $0
FENCING S0
NETWORK EQUIPMENT S0
CONDUIT & POWER Conduit, Backboxes and Rough-in. $25,000
SITE INFRASTRUCTURE/CIVIL WORK S0
CABLE $5,000
SUBTOTAL $285,000
PAINTING/PATCHING/MISC. $5,000
GRAND TOTAL SECURITY BUDGET $290,000
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